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Chapter 1: Retail Platform Software for Windows

Overview

Retail Platform Software for Windows (RPSW) provides a single Windows installation
program to install the various NCR retail terminal software components. The RPSW
installer is released on a single LPIN, eliminating the need of separate media for NCR
retail terminal software components.

The following table displays the LPIN for the latest RPSW releases.

RPSW Release Version LPIN

Release 4.x D370-0924-0100

Release 5.x D370-0986—-0100

For information on the LPIN of the previous RPSW release versions, refer to Previous.
LPIN on page 3.
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Benefits of the RPSW

The Retail Platform Software for Windows (RPSW) installer provides the following
benefits:

Single installer distribution for all Retail Platform software.

Auto—detection of terminal type (if it is running on an NCR Gold Drive or OS
Recovery Image).

Ability to select complete or custom installation of platform software.

Complete installation installs NCR Base Platform, NCR OPOS, NCR JavaPOS, and
RSM Local Edition (LE) software. The installation requires minimal customer input,
and only one reboot to install all components.

RSM LE is installed to provide access to the OPOS Configuration and diagnostics
locally.

There is no need to know the order of installing platform software. The RPSW
installation ensures that all required components are installed and configured

properly.
Custom installation provides the ability to pick and select components based on a

customer configuration. The RPSW installation ensures that all the software required
in support of a selected component is installed and configured properly.

Custom installation selections include:

* NCR Base Platform Support

e NCR OPOS

e NCR JavaPOS

¢ NCR Retail Systems Manager LE

® NCR Predictive Services

¢ NCR FitClient (Available only for RPSW versions below 4.0)
Ability to upgrade existing installations.

Distribution of both .exe and .msi files to permit partners or branded applications
to bundle platform software installation into their own Windows Installer
applications.

The Retail Platform Software for Windows.msi distribution can also be
uploaded to the RSM SE servers for installation on remote terminals.

For more information on installing RPSW, refer to on page 7.
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Configurations and Dependencies of the RPSW

This section describes the dependencies of installing the Retail Platform Software for
Windows (RPSW) and the configurations you might need to perform.

Supported Operating Systems

The RPSW installer installs NCR OPOS, NCR JavaPOS, and NCR RSM Local Edition
(LE) on NCR terminals that run on the following Windows operating systems:

Operating System RPSW4.x RPSW5.x
Windows 10 v’ (32-bit) | v (64—bit)
Windows 7 v’ (32-bit) | v (64—bit)

Windows POSReady 7 v’ (32-bit) | v (64-bit)

Windows POSReady 2009 | v/ x

Previous LPIN

The LPIN of the previous RPSW release versions are listed as follows:

RPSW Release Version LPIN

RPSW 2.3 to 2.4 D370-0548-0100

RPSW 2.5t03.1 D370-0782-0100

For information on the LPIN of the latest RPSW releases, refer to Retail Platform Software

for Windows on page 1.
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Internet Explorer Security Settings

Some settings are necessary for any supported Windows operating system. Some
settings are specific to Windows XP Pro SP2 or greater and Windows XPe SP2 or
greater.

The RPSW installation package configures these browser settings to permit the RSM
user interface to work, unless you choose not to modify the browser settings.

If you do not permit the RPSW installation to change the Internet Explorer settings, you
must change them manually. To change these settings manually, select the following
settings from your Internet Explorer browser:

Blocked Content

In the Internet Explorer advanced settings, permit blocked content to display through
the following steps:

1. Open the Internet Explorer browser, and then select Tools=> Internet
Options-> Advanced-> Security.

2. Enable the Allow active content to run in files on My Computer option.
3. Select Apply>OK.

Note: If this option is not set, the user must allow the blocked content manually each
time the RSM user interface is initiated.

ActiveX Controls

In the Internet Explorer security settings, enable the ActiveX controls through the
following steps:

1. Open the Internet Explorer browser, and then select Tools=> Internet Options=>
Security=> Internet-> Custom Level-> ActiveX controls and plug-ins.

2. Enable the Automatic prompting for ActiveX controls option.

3. Select OK. The system displays this window.

Warning!

[ li;ﬂ Are you sure you wank to change the settings For this zone?
.

[ Yes ] [ Mo

4. Select Yes.
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Firewall Settings

If a firewall is installed in the system, you must modify the firewall settings to open
certain RSM ports and provide RSM the functionality to communicate properly with the
RSM Site Server (SE).

For systems using the Windows Firewall, the RPSW installation package opens the
following required ports for the system, unless you choose not to modify the firewall
settings:

e TCP 8502—RSM File Agent (required only for file distribution or retrieval features
with RSM servers)

e UDP 68—DHCP/PXE client

e TCP 8504—RSMDesktopAgent.exe

e TCP 5800— VNC Server for Win32 (if you selected to install VNC)

e TCP 5900—VNC Server for Win32 (if you selected to install VNC)

e TCP 16992—RSM AMT Agent (Terminals 7459, 7350, 7403, and 7409 only)
e TCP 16993—RSM AMT Agent (Terminals 7459, 7350, 7403, and 7409 only)

If you do not permit the RPSW installation to open the ports, you must manually
configure the settings.

For systems using the Windows Firewall, select Start-> Settings=> Control
Panel->Windows Firewall-> Exceptions to open the required RSM ports, depending on
the location and intended use.

If a different firewall is used, open the RSM ports using the appropriate procedure for
the firewall being used.

For more information about the ports used for RSM communication, refer to the NCR
Retail Systems Manager Software User’s Guide (B005-0000-1518).
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Chapter 2: RPSW Installation

Overview

This chapter describes the prerequisites, installation steps, and post-installation
activities of the Retail Platform Software for Windows (RPSW). This chapter also
discusses the steps on how to create a client image.
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Pre-installation Information

Install the Retail Platform Software for Windows (RPSW) (D370-0924-0100) through any
of the following ways:

¢ Through the installation CD

¢ Through installers that you can download from the NCR website

After obtaining the installers, either use the installation packages on the terminals or
upload the installers to the RSM SE Server or FitClient Server so that it can be
downloaded and installed on the terminals. For additional information on how to
upload applications, refer to the “RSM File Distribution” section in the NCR Retail
Systems Manager Software User’s Guide (B005-0000-1518).

Installation Versions
The RPSW comes in two versions:

® Retail Platform Software for Windows.msi

® Retail Platform Software for Windows.exe

Remote Installation

Remote installs can be performed on .msi files, which mean that the application can be
pushed from the server to the client without any action at the client terminal. The Install
Parameters (for non—-GUI installation) for the RPSW are listed in the Command line

parameters for Retail Platform Software for Windows.doc file on the CD.

You cannot perform push installs using RSM until the RPSW LPIN (with RSM client
software) is installed on the system terminal. Upgrades of RPSW can be installed
remotely using RSM. For additional information on using RSM to remotely upgrade the
RPSW, refer to the section on using Packages in the NCR Retail Systems Manager
Software User’s Guide (BO05-0000-1518).

OPOS Installation

If you install the RPSW and install OPOS 2.2, then you are installing an older release
version of OPOS over it; the install lets you install because the “product name” has
changed from OPOS to Retail Platform Software for Windows, and the old installation
cannot detect the newer release. The real problem comes if you then try to upgrade that
older version you just installed back to the newer version. The install thinks the newer
version is already there and does not upgrade. If you get into this situation, uninstall
both the older and the newer releases of OPOS, and then reinstall.


http://www.ncr.com/support
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Prerequisite of the RPSW

Before installing the RPSW, install the following:
e  Windows Installer 3.0
e  Microsoft SNMP Service

Windows Installer

When installing RPSW, the installer checks whether the Windows Installer version
installed on the system is at least version 3.0. If there is no Windows Installer installed on
the system or if the version installed is prior to version 3.0, the installer displays a

prompt requesting the user to install the latest version of the Windows Installer before
installing RPSW.

Microsoft SNMP Service

If you use SNMP, ensure that you have installed the Microsoft SNMP Service before
installing the RPSW. The RPSW installation does not ask any questions about the SNMP
installation, but some Microsoft SNMP parameters are configured by the RPSW install
for use with the RSM SNMP agent. With RPSW 2.3 or later, only the RSM SNMP agent
is valid. The SNMP LPIN D370-0512-0100 cannot be used with RPSW 2.3 or later. For
additional information on setting up and using SNMP, refer to

on page 102.
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Installing the Retail Platform Software for Windows

This section explains how to install the RPSW. Installing RPSW has two setup types:
Standard and Custom. For more information about the Custom setup type, refer to
Custom Setup on page 24.

Note: The images in this section show the installation of the RPSW release version
5.2.0.0 on a Windows 7 Professional 64-bit system.

To install the RPSW, follow these steps:
1. Browse for and double—click the installation file, which can be any of the following;:
¢ Retail Platform Software for Windows.exe

® Retail Platform Software for Windows.msi

[ j Note: If you are running on Windows 7 operating system, you must install the
RPSW install package through the Run as Administrator option. If you do not run
the installation program as Administrator, the install does not recognize the terminal
type and some necessary components of the RPSW software are not installed
properly.

To install RPSW as Administrator, perform any of the following;:

* Right—click the .exe version of the install package (Retail Platform Software
for Windows.exe) and select Run as administrator.

¢ Launch a DOS command prompt with administrative privileges and run the
MSIEXEC executable on the .msi version of the install package.

After launching the installer, the system displays this window.

1_’;;4_,.' Retail Platform Software for Windows IéJ

Retail Platform Software for Windows has detected that this

machine is a:
Class: Model: Service Type:
7350 = || 5x00¢ (7405 | 7610) v |[Assisted  ~

If this is incorrect, use the drop-down box to select correct
machine type and model.

Installshield

Confirm ] I Cancel
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2. The RPSW detects the current configuration. Ensure that the following
configurations are correct:

¢ C(lass
* Model —defines the type of system where you are installing the RPSW.
¢ Service Type—can be any of the following:

o Assisted —includes terminals 7403, 7443, 7446, 7449, 7452, 7453, 7454, 7456,
7457, 7458, 7459, 7460, 7600, 7601, 7610, 7611, 7643, 7649, 7606, and 7616.

e Self—includes terminals 7350, 7401, 7402, 7404, and 7409.

The only difference between these two terminal service types is the set of Printer
Finite State Machine definition files (used by State of Health) that are installed by
default. These files minimize the State of Health changes on an assisted terminal
because an operator is present to fix the problem. For example, a paper low
status is generated on a Self-Service system indicating the printer on the
unattended system needs attention. This type of alert is not necessary, or even
undesirable, for systems where a cashier is present to handle the condition.

3. Select Confirm. The system displays the Welcome window.

g - !
2 Retail Platform Software for Windows e S

Welcome to the InstallShield Wizard for Retail
Platform Software for Windows 5.2.0.0

The Installshield(R) Wizard will install Retail Platform Software
for Windows on your computer. To continue, dick Mext.

WARMING: This program is protected by copyright law and
international treaties.

« Back Mext = J [ Cancel

4. Select Next.
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5. If you have a previous version of OPOS or Logs and Tallies that are currently

installed, the system displays a window with options for dealing with the existing
installation. Select Next.

6. The system displays the License Agreement window. Select I accept the terms in
the license agreement, and then select Next.

-
ﬁ Retail Platform Software for Windows

License Agreement

Please read the following license agreement carefully.

NCR Corporation [
Platform Software Program License Agreement

YTOU SHOULD CABREFULLY READ THE FOLLOWING TERMS AND CONDITIONS BEFOBRE
DOWNLOADING THE SOFTWARE, OFENING THE SEALED S0FTWARE FACKAGE, OR USING THE
SOFTWARE. OPENING THE SEALED'SOFTWARE PACKAGE OF USING THE SOFTWARE, AS THE CASE
MAY BE, INDICATES YOUR ACCEFTANCE OF THESE TEREMS AND CONDITIONS. IF YOU DO NOT
AGEEE WITH THEM, YOU SHOULD FROMFTLY RETUEN THE FPACKAGE UNOFENED TO THE FLACE
WHEEE VOU OBTAINED IT FOR A FROPEE CEEDIT OF, IF YOU DOWNLOADED THE SOFTWARE, -

T T T L P R L TR —

(@ I accept the terms in the license agreement.

(711 do not accept the terms in the license agreement.

Installshield

< Back ][ MNext = ] [ Cancel
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7. The system displays the Setup Type window. Select the type of installation, whether
Standard or Custom, and then select Next.

& - . B
ﬁ Retail Platform Software for Windows M

T Ny e .

Setup Type
Choose the setup type that best suits your needs,

Flease select a setup type.

All standard program features will be installed. (Requires the most
disk space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

Installshield

[ < Back ][ Mext = ] [ Cancel ]

[} Note: A different section in this publication is created to provide more information
about the Custom setup type. For more information about the Custom setup, refer
to Custom Setup on page 24.
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8. If you selected the Standard setup type, the Control Object Warning window is
displayed.

ﬁ Retail Platform Software for Windows - InstallShield Wizard

Control Object Warning
Control Object defaults have changed.

MCR OPOS now defaults to installing the OPOS Committee Common Contrals for
any device dass for which they are available. This may cause problems with
existing applications that are statically bound to the NCR. proprietary contraols,

To change the default, check whether to install the MCR. Controls or OPOS
Committee Common Controls, or both, You may also dick the Custom Setup button
to perform a custom installation and select the desired controls individually.

Select OPOS Control Objects
@ OPOS Committee Common Controls

(71 NCR. Conirals

Installshield

[ Custom Setup ] [ Mext = ] [ Cancel

Select the OPOS Control Objects you want to install:

* OPOS Committee Common Controls —enables the feature for OPOS 1.14.1
Specification Compliant Common Control Objects.

* NCR Controls —enables the feature for OPOS 1.4 Specification Compliant
Control Objects.

9. Select Next.



RPSW Installation 2-15

The system displays the Retail Controls Options window.

Retail Controls Options !
Choose the profile options for this terminal.

&

ra — — ~
141 Retail Platform Software for Windows - e

Frofile Options:

(7) Do Mot Install Profiles

@ Install Default Profiles

InstallShield

[ < Back ][ Mext = J [ Cancel

10. Select any of the following Profile Options:

* Do Not Install Profiles —indicates that none of the OPOS Profiles are installed.
This option is commonly used where the solution provider installs all of the
profiles that are needed for a specific customer.

¢ Install Default Profiles —refers to the option that is most suitable for new
installations.

¢ Use Saved Profiles (Upgrading only) —displays only if you are upgrading OPOS
and you want to use the same profiles that the old version of OPOS used. These
profiles are saved at the start of the RPSW installation.

11. Select Next.
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The system displays the Retail Systems Manager Options window.

4] Retail Platform Software for Windows — e

Installshield

Retail Systems Manager Options " =

Flease select parameters for RSM. -

Spedfy RSM installation type:
@ Managed by RSM Server
For terminals that will be managed both locally and remotely from an RSM Server.,
@ Obtain the server's IP address automatically

(71 Use the following server IP address

71 Local Only
For local configuration and diagnostics only.
[| Enable event monitoring for RSM SMMP support

For terminals that are not managed by an RSM Server but use RSM SHMP
functionality for remate monitoring.

[ < Back I [ Mext = ] [ Cancel

12. Select the RSM installation type:

Managed by RSM Server —refers to the option where you can optionally
identify the RSM SE server’s name or IP address so that the system
communicates with a specific server.

In a Dual Server environment, the name or IP address for both RSM SE servers
would be entered. If you do not specify a server, the system automatically finds
one on the network. If you do not know your server name or IP address, see
your system administrator. In a Dual Server environment with Command
Center, NCR recommends that the server name or IP address is set to the PXE
Image Loader servers to simplify role changes for Command Center. In other
PXE Image Loader configurations, there is no need to configure the client as
managed.
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* Local Only—refers to the option where no RSM SE server is present. If you plan
to use SNMP or Command Center in this configuration, select the option Enable
event monitoring for RSM SNMP support.

If the check box for event monitoring is selected, the NCRFSM module is enabled
for processing the event log to generate alerts for State of Health and Critical
Events. On unmanaged systems, this functionality is required only if RSM SNMP
or Command Center is used. Selecting this check box sets registry setting
[HKEY_LOCAL_MACHINE\SOFTWARE\NCR\NCR Store Minder

Client\ CurrentVersion\ StartFSM] to T to enable NCRFSM, which is the same as it
would be set on a managed system. The setting is only available in RPSW 4.0.1.0
and up. If a system is installed as unmanaged and later changed to managed, this
setting may need to be configured manually to enable NCRFSM.

13. Select Next.
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In a Custom installation, if you selected to install RealVNC, the system displays the
Real VNC Server Options window.

i-@* Retail Platform Software for Windows - InstallShield Wizard

Real¥MC Server Options
Specify settings for RealVNC Server,

Passwiord:

[ < Back ][ Mext = ] [ Zancel ]

D Note: Selecting to install RealVNC in the RPSW installation is not supported for
systems running on the Windows 7 operating system.

14. Enter the Password for accessing this system from a remote location using the

RealVNC program.
15. Select Next.
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The system displays the Event Log Wrapping window. RPSW software logs events,
and RSM uses these events to report device status. If the event log gets full and does
not wrap, events discarded by Windows cannot be used for device statuses.

a B’
%) Retail Platform Software for Windows [

Event Log Wrapping

Please select which Event Logs will wrap.

Event Log settings define what Windows NT Mindows 2000/Mindows XP will do when the
eventlogis full. To ensure that all new events are written to the log, select which log(s)
Logs and Tallies will set to wrap.

Application Log
|:| Security Log .

System Log

InstallShield

[ < Back ][ Mext = ] [ Cancel

16. Select which Event Logs you want to wrap when the event log is full.

17. Select Next.
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The system displays the Security Setting Options window.

-
ﬁ Retail Platform Software for Windows - InstallShield Wizard

Security Setting Options

Configure Internet Explorer settings.

This will modify a few Internet Explorer browser settings to allow RSM
communications. These changes are required for RSM to operate properly. If this
option is not selected, you will need to manually make the changes. For a list of
the required browser settings, please refer to the RSM User's Guide.,

() Do not modify security settings.

(@ Modify security settings.

Installshield

[ < Back ][ Mext = ] [ Cancel

18. Select the Security Setting Options:

* Modify security settings —indicates that the RPSW installation will make the
changes for you.

* Do not modify security settings —indicates that if you select this option, or if a
patch or another software program changes these values, you need to manually
change these settings.

For more information, refer to [nfernet Explorer Security Settings on page 4.

19. Select Next.
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If Windows Firewall is enabled, the system displays the Firewall Setting Options
window to set up the ports that can get through the firewall to support RSM.

-
ﬁ Retail Platform Software for Windows - InstallShield Wizard

Firewall Setting Options

Configure Firewall Settings

The Windows firewall is enabled on your system. In order for RSM to
communicate properly with dient systems, certain ports must be opened. If you
select to modify firewall settings, the required ports will be opened by placing an
entry in the exceptions tab of the Windows firewall.

7 Do not modify firewall settings.

@ Modify firewall settings.

Installshield

« Back ][ Mext = J [ Cancel

20. Select the Firewall Setting;:
* Modify firewall settings —the RPSW installation opens certain RSM ports.

* Do not modify firewall settings —select this option if another firewall is
present, and if you want to manually configure the firewall to open ports for
RSM communication.

For more information, refer to Firewall Settings on page 5.

21. Select Next.
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The system displays the Ready to Install the Program window.

i i N
4 Retail Platform Software for Windows [

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Back. Click Cancel to
exit the wizard.

Installshield

[ < Back ]F Install ] [ Cancel ]

22. Select Back if you need to make any changes, or Install if you are ready to install the
Retail Platform Software for Windows.
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23. When the installation is complete, select Finish.

(8] Retail Platform Software for Windows =)

InstaliShield Wizard Completed

The Installshield Wizard has successfully installed Retail
Platform Software for Windows, Click Finish to exit the wizard.

The system displays a message stating you should reboot the client terminal.

r ™
:ﬁ! Retail Platform Software for Windows Installer ]nfon‘n...l“,l

You must restart your system for the configuration

! changes made to Retail Platform Software for Windows
to take effect. Clidk Yes to restart now or Mo if you
plan to restart later.

24. Select Yes.

Note: After rebooting, if the system and the RSM SE server are connected in a LAN

and you selected Managed by RSM Server during installation, the system should
automatically become a Managed System.
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Custom Setup

The Custom setup type provides the functionality to select the available options that you
want to install. If you select the custom setup type in the installation process, the system
displays the Custom Setup window.

i '
‘_ﬁ‘ Retail Platform Software for Windows ﬁ
e .

PR ——— S . g

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description

: Provides access to NCR. retail
- UnifiedPOS terminal-spedific features,
Lo (=0 | Retail Systems Manager LE (SystemMonitor, DMI, board type,
motion, power management, etc.)
| Used by Retail Controls and RSM,

This feature requires 4449KE on
your hard drive, Ithas 2 of 2
subfeatures selected. The
subfeatures require 83KE on your
hard drive.

Install to:
C:'\Program FilesiMNCRY
(|

N InstallShield
q [ Hel ][ space || <Back |[ Next> ]| cancal |

D Note: The Predictive Services installation options are no longer available in the RPSW
4.0.1.x and later releases. For these releases, installing the Predictive Services software is
possible through a separate LPIN (D370-0955-0100).
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Base Platform Support

The Base Platform Support contains software for terminal-specific functionality. The
Base Platform Support provides functionality used by some peripherals software, RSM,
and Command Center. Additionally, it provides the following support:

¢  Windows SetCMOS Utility — provides the functionality to modify the PC BIOS setup
parameters.

e Retail Platform Drivers — 64 bit

i
1 Retail Platform Software for Windows

e — - -

Custom Setup
Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed.

Feature Description
Provides access to NCR retail

; i . terminal-spedfic features.
i =3 = | Retail Platform Drivers - 64 bit {SystemMonitor, DML, board type,
<=l = | UnifiedPO3S motion, power management, etc.)
i - = - | Retail Systems Manager LE Used by Retail Controls and RSM.

This feature requires 4449KE on
your hard drive. Ithas 2 of 2
subfeatures selected. The
subfeatures require 39KE on your
hard drive.

Install to:
C:\Program Files\MCRY
| |

N InstallShield
i l Help ] [ Space ] l < Back ][ Mext = ] l Cancel ]
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UnifiedPOS
The UnifiedPOS feature provides support for OLE for POS (OPOS) and for Java for POS

(JavaPOS).
-
‘_ﬁ.‘ Retail Platform Software for Windows
- s i S ———
Custom Setup
Select the program features you want installed.
Click on an icon in the list below to change how a feature is installed.
Feature Description
- (= ~ | Base Platform Support 2
= Provides support for OLE For POS
1 : (OPOS) and Java for POS
1 G- =z] OPOS (JavaPOs).
{ [ ¥ - | JavaPOSs
1 - | v| Retail Systems Manager LE
i This feature requires OKB on your
hard drive. Ithas 1o0f 2
W subfeatures selected. The
I subfeatures require 28ME on your
hard drive.
il
]
Install to:
C:\Program Files\MCRY
|l
N Instalishield
|| [ Help ] [ Space ] [ < Back ][ MNext = ] [ Cancel ]
L
o
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NCR OPOS

NCR OPOS is an industry standards interface for accessing and configuring the retail
peripherals. NCR OPOS provides interactive and non-interactive diagnostics for
analyzing problems with the peripherals.

-
‘ﬁ‘ Retail Platform Software for Windows
.

s —

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description

[+ =0 = | Base Platform Suppoart .
E| = v| UnifiedPOs OLE for POS Devices
=

- =0 = | Utilities
[---J= = | Miscellaneous

] This feature reguires 2KB on your
R X - | JavaPOs hard drive. It has 4 of 4
| o (20 - | Retail Systems Manager LE subfeatures selected. The
1l subfeatures require 28MB on your

hard drive.

Install to:
C:\Program Files\NCRY
|

N Installshield

1 [ Help ] [ Space l [ < Back ][ Mext = ] [ Cancel ]
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NCR OPOS includes the followed components:
¢ Control Objects

-
ﬁ Retail Platform Software for Windows
-

Custom Setup

Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed,

Feature Description
[#]--~ =) ~ | Base Platform Support s e
= j=l~ | UnifiedPOS ontrol objects for EVICES,

B--1==] OPOS

=) 7| Service Objects This feature requires OKE on your

=3 ~ | Utilities hard drive, It has 10f 2
| = = | Miscellaneous subfeatures selected. The
Il - ¥ «| JavaPos subfeatures require 5107KE on

your hard drive.

--------- =l v| Retail Systems Manager LE

Install to:
| C:\Program Files\MCRY
N InstallShield
| [ Help ] [ Space ] l < Back ][_ Next > | l Cancel ]

f -

* NCR Control Objects—1.4 Specification Compliant Control Objects. NCR
Controls are listed individually.

¢ Common Control Objects—1.14.1 Specification Compliant Common Control
Objects. Common Control Objects are listed individually.
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Service Objects

-
75 Retail Platform Software for Windows
- See— s S —— s

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

[+ =0 = | Base Platform Suppoart
[l B =) = | UnifiedPOS
=--i=)=| oros
- =il = | Control Objects

. 9= NCR.OPOS 2.3
; - =i~ | NCR OPOS 3.15

{= ~ | Utilities
= = | Miscellaneous

Il [ 3w | JavaPOs

Feature Description
Service Objects for POS Devices,

This feature requires 1KB on your
hard drive. It has 2 of 2
subfeatures selected. The
subfeatures require 17MB on your

i = v| Retail Systems Manager LE Sl e
Install to:
C:'Program Files\MCRY Change
Installshield
[ Hep | [ space || <Bak || Next> || cancel |
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NCR OPOS 2.8—OPOS 1.4 Compliant Services. It supports all terminals. Updates

to this feature have been capped. This feature is not being updated as new
features are added to the various terminals. For information on the NCR OPOS
2.8 service objects, refer to OPOS 2.8 Controls on page 34.

.
‘_ﬁ' Retail Platform Software for Windows
-

Custom Setup

Select the program features you want installed.

I S e —

Click on an icon in the list below to change how a feature is installed.

- =) - | Base Platform Support
El--- == | UnifiedPOS

=--i=d=| orOs

| - =) | Control Objects
[l === | Service Objects

B NCR. OPOS 2.8

MCR. 5932

MCR POS Keyboard
MCR. Tone Indicator
Wedge Devices

[

m

Feature Description
OPO5 1.4 Compliant Services

This feature reguires 709KE on your
hard drive. It has 13 of 14
subfeatures selected. The
subfeatures require 4209KB on
your hard drive,

i A NCR 5392 -
4| 1 | 3
Ll
Install to:
C:'Program Files\MCRY
N InstallShield
f [ Help ] [ Space l [ < Back ][ Mext = 1 [ Cancel ]

{ -




RPSW Installation 2-31

¢ NCR OPOS 3.15—0POS 1.15 Compliant Services. It supports RealPOS 20 (RP20),
30, 70, 80, 80C, and newer terminals. For information on the NCR OPOS 3.15
service objects, refer to OPOS 3.15 Controls on page 36.

-
5 Retail Platform Software for Windows
- s i S ———
Custom Setup
Select the program features you want installed,
Click on an icon in the list below to change how a feature is installed.
Feature Description
(- &) = | Base Flatform Support - el s
- = | UnifiedPOS M : S
= v| OPOS E
G- i=hx | Control Objects
f EI =l = | Service Objects
i Po® ﬁ NCR. OPOS 2.8
| & This feature requires 6501KE on
X hd BlﬂlTlEtrlCS your hard drive. Ithas 13 of 15
| x ~ | DigitalPersona Fingerprin subfeatures selected. The
1l : =~ | Cash Drawer wb&ﬁméeds require 7471KB on
| : < =37] Check Scanner b your hard drive.
1 1 r
| I |
Install to:
C:\Program Files\NCR\Retail Controls
ll
¥ Instzlishield
L [ Help ] [ Space ] [ < Back ]E Mext = ] [ Cancel ]

g 3
L
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e Utilities

.
‘ﬁ‘ Retail Platform Software for Windows
-

- Sy s N —

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
[#--- = = | Base Platform Support - : : - =
:l z iagnostic, configuration, an
= %v Un'ﬁEdESDS utilities.
F- == = | Control Objects
=~ | Service Objects

3~ | NCR Wedge Configuration Utiiity Thig feature requires OKEB on your

=1 ~ | Data Capture viewer hard drive, Ithas 2 of 2
| =) ~ | Miscellaneous subfeatures selected. The
e 3 | JavaPos subfeatures require 520KB on your
! = X_I hard drive.

--------- = -| Retail Systems Manager LE

Install to:
C:'Program Files\MNCRY
|

| InstallShield

f [ Help ] [ Space l [ < Back “ Mext = i [ Cancel ]

¢ NCR Wedge Configuration Utility —provides a user—friendly interface to
configure various devices attached to the keyboard wedge.

¢ Data Capture Viewer —displays trace information from NCR Controls.
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Miscellaneous

-
‘_ﬁ‘ Retail Platform Software for Windows
-

S aeaay

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

[ =3 = | Base Platform Support
- =i = | UnifiedPOs

o237 oros

[#)J=l = | Control Objects
i ~ | Service Objects
=] ~ | Utilities

- ¥ - Development Tools
(= ~ | Event logging message files
= ~ | Help files

3

t-- ¥ =] JavaPOs

--------- =l v| Retail Systems Manager LE

Install to:

N Installshield

C:\Program Files\NCRY

Feature Description

Include, Event messages, and Help
files.

This feature reguires OKB on your
hard drive. It has 2 of 3
subfeatures selected. The
subfeatures require 2313KB on
your hard drive,

[ Help ] [

< Back

][ Mext > ] [ Cancel ]

¢ Development Tools—provides Include files and tools needed for development.

* Form Designer —provides the functionality to design forms in conjunction

with the Form Control.

* Include Files—includes files for application development.

¢ Event Logging Message Files—event log message DLL files. These files provide

additional details in the event logs.

Help Files—OPOS Windows Help File version 2.7. This file is not being updated
as new features become available.
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OPOS 2.8 Controls
The following list displays the NCR OPOS service objects that you can include in the
installation:

NCR 5932—NCR 5932 USB Keylock/MSR/Tone Indicator service object for the 7456
and 7458 terminals.

NCR POS Keyboard —NCR POS Keyboard service object.
NCR Tone Indicator —NCR Tone Indicator service object.
Wedge Devices—NCR Wedge Devices service object.

* NCR Wedge Kiosk

¢ NCR Wedge MSR

* NCR Wedge Scanner

¢ NCR Wedge Driver 64-bit

NCR 5992—NCR 5992 Form/Line Display/MSR/PIN Pad/Signature Capture service
object.

NCR 7448 Keylock —controls the keylock on the NCR 7448 or a USB keylock.

NCR Cash Drawer —controls the Cash Bases DRUR01, MPU, and the Tellermate
SmarTill cash drawers through serial connection and the 7401, 7448, 7453, 7454, 7455,
7456, 7458, and 7460 Cash Drawer using the I/O port connection. This service object
supports drawers that are connected to the workstation.

NCR CashDrawer/MICR/POSPrinter —supports drawers that are connected to the
printer kick-out port.

NCR Hard Totals—store totals information on Disk or in CMOS (for a retail
workstation).

NCR Integrated MSR —NCR Integrated MSR service object.

NCR International Line Display —International-VFD Line Display service object. It
controls the International version of the 5972 Line Display.

NCR Line Display—line display service object for non—-International-VFD models.
NCR Motion Sensor —detects motion on the NCR 7401, 7403, 7404, 7454, and 7455.

NCR Scanner/Scale—NCR 78xx—series Scanner/Scale service object.
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The following table displays the support for OPOS 2.8 Controls:

UnifiedPOS Control

Cash Drawer (On
Printer)

Devices Supported

NCR 7167, NCR 7168, NCR 7197, NCR 7198

Cash Drawer
(Integrated)

NCR 7446—-1xxx, NCR 7446—3xxx, NCR Darlington, NCR RP20
7443, NCR RP21 7443, NCR 7402

Keylock NCR 5932, NCR 5953

Line Display NCR 7402, NCR 744x, NCR 7610, NCR 7611, NCR 5972, NCR 5992

MICR Printer NCR 7167, NCR 7168

MSR NCR 5932, NCR 5953—-6xxx, NCR 5932—2xxx, NCR 7403, NCR
7409, NCR 7404, NCR 7402, NCR RP20-7443, NCR RP21-7443,
NCR 5992

PIN Pad NCR 5992

POS Keyboard NCR 5932

POS Printer NCR 7167, NCR 7168, NCR 7198, NCR F301, NCR F306, NCR F309,
NCR K590

Scale NCR 7876

Scanner NCR 7892, NCR 7883, NCR 7884, NCR 7876, HHP3800G (2357),

HHP4600G, HHP5600G&3800G (2357), HHP5600G&3800R,
HHP5620G&3820R, NCR 7837-1xx, NCR 7837-3xx

Signature Capture

NCR 5992

Tone Indicator

NCR 5932, NCR 5953, NCR 7403, NCR 7409




2-36

RPSW Installation

OPOS 3.15 Controls

The following table displays the support for OPOS 3.15 Controls:

UnifiedPOS Control

Devices Supported

Biometrics (Fingerprint
Reader)

NCR 7610

Cash Drawer (On Printer)

NCR 7167, NCR 7168, NCR 7197, NCR 7198

Cash Drawer (Integrated)

NCR 7402 Darlington, NCR 7403, NCR 7404, NCR 7443, NCR
7446, NCR 7449, NCR 7456, NCR 7457, NCR 7458, NCR 7459,
NCR 7606 Pocono, NCR 7643, NCR 7600, NCR 7601, NCR
7649 RP23, NCR 7610, NCR 7611, NCR Talladega

Check Scanner

NCR 7167

Hard Totals

Disk—based Media

Image Scanner

NCR 7879

Keylock

NCR 5932 USB Keyboard, NCR 5953 USB Dynakey, or 5954
USb Dynakey

Line Display

NCR 5972 VFD, LCD, and Occular LCD (Serial only for all
models), NCR 7402 APA, NCR 7402 2x20, NCR 7403 2x20,
NCR 7443, NCR 5975 2x20, NCR 5975, NCR 7611 2x20, NCR
7610 2x20, NCR 5976

MICR

NCR 7167, NCR 7168, NCR 7156

Motion Sensor

NCR 7402, NCR 7403, NCR 7404, NCR 7409

MSR NCR 5932 USB Keyboard, 5953 USB Dynakey, or 5954 USB
Dynakey, NCR 5953—-6xxx, NCR 5953—-85xx, NCR 5966, NCR
7403, NCR 7409

PIN Pad NCR 5992

POS Keyboard NCR 5932

POS Printer

NCR 7156, NCR 7158, NCR 7167, NCR 7168, NCR 7197, NCR
7198, K590, 7342-F306, 7342—-F307, 7342—-F309, H600

Hydra Printer

NCRK5XX, NCRMod34, NCRH6XX

Scale

NCR 7872, NCR 7875, NCR 7876, NCR 7878, NCR 7874
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UnifiedPOS Control

Devices Supported

Scanner

Note: Please note of the

following options:

e USB—OS supported
HID USB

e NCR USB—USB
scanner connected
through a Virtual
Serial COM port
emulation driver.
Requires additional
driver install.

e For Serial, NCR USB, or USB connection types: NCR 7872,
NCR 7873, NCR 7874, NCR 7875, NCR 7876, NCR 7878,
NCR 7883, NCR 7884, NCR 7892, NCR 2356, NCR 7893

e For Serial or NCR USB connection types: NCR 7837, NCR
7838, NCR 7880, NCR 7882, NCR 2357, NCR 3800, NCR
4600, NCR 5600/20

e For Serial connection type only: NCR 7832 (Serial)

e For USB connection type only: NCR 7404EP Advantage
(USB)

Signature Capture

NCR 5992

Tone Indicator

NCR 5932 USB Keyboard, NCR 5953 USB Dynakey, or 5954
USB Dynakey, NCR 7403, NCR 7409
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NCR JavaPOS

JavaPOS is a wrapper application for OPOS that is used to write Java applications using
the OPOS Retail Controls.

-
ﬁ Retail Platform Software for Windows
- = -

-

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description

H---=D v| Base Platform Support :
|3 = Unifiedros Java for POS Devices

@g- OPOs
@L Device Controls
@L Device Services

E‘L Utilities This feature requires OKB on your
b =3 v | Retail Systems Manager LE hard drive. It has 0 of 3

subfeatures selected. The
subfeatures require 2636KE on
your hard drive.

Install to:

Change...

Installshield

< Back ][ MNext = ] ’ Cancel

%]

=]
i)

m

NCR JavaPOS includes the following components:
* Device Controls

¢ JavaPOS Common Controls 1.13.2—JavaPOS common controls released by the
UPOS committee.

¢ Device Services

¢ NCR JavaPOS 2.0 with NCR Legacy Loading Scheme —uses registry entries for
peripheral configuration parameters.

¢ NCR JavaPOS 2.2 with JCL Support—uses XML file entries for peripheral
configuration parameters.

¢ NCR JavaPOS 3.x —supports the NCR RealPOS 20, 30, 70, 80, 80C and newer
terminals. Updates to this feature will parallel the NCR OPOS 3.x updates.

e Ultilities
¢ JCL Editor—the Java editor released by the UPOS committee.
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Installing the JavaPOS
The default installation for the RPSW installs only OPOS. To use JavaPOS, perform a
custom setup. To install JavaPOS through the custom setup, follow these steps:

1. On the Custom Setup window, select UnifiedPOS, and then select JavaPOS. The
setup displays the following options:

-
‘_ﬁ' Retail Platform Software for Windows
.

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
[#-- 1= = | Base Platform Support v
=) = | UnifiedPOS S e

i = This feature will be installed on local hard drive.

i =18 This feature, and all subfeatures, will be installed on local hard drive,
| B on your

’ _IQ =1 % This feature will not be available,

e
subfeatures require 9686KE on
your hard drive,

Install to:

Change...

Installshield

Help : Space '_ [ < Back ]E Mext = ] [ Cancel

-
e

2. Select This feature will be installed on local hard drive.

D Note: Selecting this option installs only the JavaPOS 3.x.
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3. If you want to install the JavaPOS 2.2 controls or both the JavaPOS 2.2 and 3.x
controls, select and expand Device Services.

-
ﬁ Retail Platform Software for Windows
-

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
+ | Base Platform Support e
% C evice Service for Javal evices
UnifiedPOS
Q' OPOS
B ¥ =] JavaP0Os
" [ ¥ - | Device Controls

=5 - 4hd | Device Services

MCR JavaP0s 2.0 with NCR legacy loading scheme This feature requires OKB on your
: MCR JavaPO5 2.2 with JCL support hard drive. Ithas 0 of 3
| - ¥ = | NCR. JavaPO5 3.x subfeatures selected. The
Il - ¥ - | Utilities subfeatures require 9636KE on
; _I your hard drive.
i 2~ Retail Systems Manager LE
4 [ 1 [ »
Ll
Install to:

Change...

N InstallShield

f Space _ [ < Back ][_ Mext = ] [ Cancel

f =

4. Select the versions that you want to install.
U Note: Do not select the JavaPOS 2.0 version. This version is for legacy support only.

5. Select Next to continue to the next installation steps.
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Installing the Biometrics
The Biometrics driver is not automatically installed when you choose to install the
JavaPOS 3.x controls. If you need the Biometrics driver, follow these steps:

1. In the Custom Setup window, expand the NCR JavaPOS 3.x entry and then select
Biometrics.

-
‘_ﬁ' Retail Platform Software for Windows
-

. o e a————

Custom Setup
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

;i Feature Description
ER =T ncR 1avaPOS 3.x] ~ BT _
o Biometrics JavaPOs Spedfication Compliance
: 1.13.2 with Standard JCL Loading
- Cash Drawer
Hard Totals
1 Keylock
Line Display 3
MIC_R This feature requires 3725KE on
Motion Sensor 3 your hard drive. It has 12 of 13
| MSR subfeatures selected. The
[l POS Printer wae;méeds _require 9753KB on
| HYDRA Printer e your hard drive.
4 3
| | |

Install to:
C:\Program Files\MCR\MCR. JavaPOSsh

N Installshield
1 [ Help ] [ Space l [ < Back ]E Mext = ] [ Cancel ]
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2. Select This feature will be installed on local hard drive.

-
75 Retail Platform Software for Windows
Custom Setup
Select the program features you want installed.
Click on an icon in the list below to change how a feature is installed.
;i Feature Description
- =he] NCR JavaPO5 3.x AN [';' I I
R | Giometrics aval evice Biometrics
= This feature will be installed on local hard drive. [l
This feature, and all subfeatures, will be installed on local hard drive, [l
|| This feature will be installed when required. I
Lir N
i This feature will not be available.
[l POS Printer subfeatures require OKB on your i
HYDRA Printer | |antizini i
N | m 4 h
Install to:
[ change... | |
Installshield
Help !_ Space | [ < Back ][ MNext = I [ Cancel ]
\ F— W A

3. Select Next to continue to the next installation steps.
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Retail Systems Manager Local Edition (RSM LE)

RSM LE provides local configuration and diagnostic capabilities. If licensed, RSM LE
also provides support for managing the system from RSM servers.

5 Retail Platform Software for Windows

Custom Setup
Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed.

Feature Description

[#--- =0 = | Base Platform Support

_ =37 UnifiedPOs = RSM Local Edition. Provides

" i configuration and diagnostics. If
Retail Systems Manager LE licensed for RSM, also provides

support for managing system from
R5M servers.

This feature requires 37MB on your
hard drive.

Install to:
C:'\Program Files\MCRIRSMY

InstallShield

[ Help ] [ Space ] [ < Back ][ Mext = l [ Cancel ]

The RSM LE feature in the RPSW installation provides the option to install RealVNC
3.3.7. This remote control software provides the ability to remotely control a terminal.
This feature used to be installed by default, but now you must select it as part of a

custom installation.

D Note: Selecting to install RealVNC in the RPSW installation is not supported for
systems running on the Windows 7 operating system. The sample image above shows
RPSW installed on a Windows 7 Professional 64-bit system.
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Predictive Services

Note: The Predictive Services installation options are no longer available in the RPSW
4.0.1.x and later releases. For these releases, installing the Predictive Services software is
possible through a separate LPIN (D370-0955-0100).

Before installing the Predictive Services feature, make sure to install the following
software packages on the terminal:

¢ .Net Framework 3.5 or later

¢ .Net 2.0 Framework Service Pack 2

e 3rdpParty.msi

¢ Visual Studio 2005 C Runtime Libraries

The following are the components of the Predictive Services software:
¢ Unified Agent Service

® Problem Determination Collection (PDC)

¢ Unified Agent Log Collector

¢ Retail Collectors for Unified Agent

i Retail Platform Software for Windows

Custom Setup

Select the program Features wou want installed.

Click on an icon in the list below ko change how a Feature is installed.

Feature Description
Base Platform Support

UnifiedPO3s
Retail Swstems Manager LE

=
F]
H

=

Unified Agent
PDnC
Unified Agent Log Collector

Compiling cost For this Feature. ..
Retail Collectors Unified Agent

l < Back ][ Mext = ] l Cancel ]

The UALog Collector component is installed as part of the RPSW installation package.
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The packages of the other three components, Unified Agent Service, PDC, and Retail
Collectors for Unified Agent, are extracted and ready for installation after the RPSW

install process. These packages are found in the NCR APTRA directory of the install

folder.

Example: c:\Program Files\NCR APTRA

After installing RPSW, install the following three components manually in the following
order:

e PDC
¢ Unified Agent Service

¢ Retail Collectors for Unified Agent

Installing the Certificates
Install the following certificates to permit the Unified Agent to communicate with the
appropriate servers within the NCR network:

® NCR IT Services CA.crt
® ua css_extranet prod v2 192.127.224.16.crt

To install these certificates, open the command prompt and type the following
command lines:

® Certmgr /add /all NCR_IT Services CA.crt /s /r LocalMachine root
® Certmgr /add /all NCR _IT Services CA.crt /s /r LocalMachine my

® Certmgr /add /all ua css_extranet prod v2 192.127.224.16.crt /s /r
LocalMachine root

® Certmgr /add /all ua css _extranet prod v2 192.127.224.16.crt /s /r
LocalMachine my

Installing Problem Determination Collection (PDC)
To install the PDC component, open the command prompt and type either of the
following options depending on the type of installation you want:

e For an interactive install:

msiexec /i "PDC.msi"

e For asilent install:

msiexec /i "PDC.msi" /g
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Installing Unified Agent Service

To install the Unified Agent Service component, open the command prompt and type
either of the following options depending on the type of installation you want:

¢ For an interactive install:

msiexec /i "UARefWS.msi"

¢ For asilent install:

msiexec /i "UARefWS.msi" /g

[ _ﬁ Note: To install the Unified Agent Service package on a Windows 7 operating system
configuration, you must launch the install with administrative privileges.

Installing Retail Collectors for Unified Agent

To install the Retail Collectors for Unified Agent component, open the command
prompt and type either of the following options depending on the type of installation
you want:

¢ For an interactive install:

msiexec /i "Retail Collectors for Unified Agent.msi"

e For asilent install:

msiexec /i "Retail Collectors for Unified Agent.msi" /g CONFIGURE
DEVICE TYPE=POS

[ _& Note: You can use the value “SSCO” instead of “POS” for the CONFIGURE_DEVICE _
TYPE parameter during the silent install.
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FitClient

FitClient is used only on legacy terminals. It is not supported in RPSW 4.0 and later

versions. The setup displays the following window during the custom installation for

RPSW versions that are below 4.0.

i'.‘w!;'- Retail Platform Software for Windows )

Custom Setup

Select the program Features wou wank installed.

Click on an icon in the lisk below to change how a Feature is installed.

Base Platform Support

=~ | UnifiedPos

=l = | Retail ystems Manager LE
v X v | Realvhc 3.3.7

< ¥_~-| FitClient Agent

FitClient Manager LE

4

X
4

Install ta:
C:\Program FilesiMCRY

Installshield

=Featute Description

Provides access ko NCR retail
terminal-specific Features,
{SvstemMonitor, DMI, board kyvpe,
mokion, power management, etc,)
IUsed by Retail Controls and RS,

This feature requires 3585KE on
wour hard drive. It has 4 of 4
subfeatures selected. The
subfeatures require 1771KB on
waour hard drive,

X

Change. .. |

Help Space

I Mext = I Cancel

FitClient Agent

The FitClient Agent feature provides communication and synchronization with the
FitClient Manager Server. FitClient Agent is only available through a custom install

because FitClient Manager has been replaced by RSM.

FitClient Manager LE

FitClient Manager LE provides local configuration and diagnostic capabilities. FitClient is

not being updated with new features that are being incorporated into RSM LE. RSM LE

is the replacement product for FitClient LE. FitClient LE is only available if you select a

Custom Install.
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Post-installation Information

If you run the installation program, and the RPSW is already installed on the system,
the system displays this window with the following options:

15 Retail Platform Software for Windows

Program Maintenance

Maodify, repair, or remove the program.

@ Modify
Change which program features are installed. This option displays the

Custom Selection dialog in which you can change the way features are
installed.

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

Remove Retail Platform Software for Windows from your computer.

Installshield

[ < Back ][ Mext = ] [ Cancel

* Modify—select to add or remove components.
* Repair—select to replace corrupt files.

e Remove—select to remove all software, such as RSM, OPOS, JavalPOS, and Base
Platform, in the current installation.
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RPSW MSI Install Parameters

The .nsi files provide another method to install applications remotely (from the server).
This method can be used to install programs that are built for the Microsoft Windows
Installer program (* .ms1i).

There is no user interactivity using Remote Install. Therefore, if the application
installation program has parameters that require interaction, you must enter these
parameters in the Install Parameters field before installing the Retail Platform Software
for Windows (RPSW) on the system.

All properties and values are listed in the Command line parameters for Retail
Platform Software for Windows.doc file on the installation CD.
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Creating a Client Image

The addition of RPSW and RSM to the Gold Drive images saves the user from having to
install these products individually, but when you incorporate these Gold Drive images
with your applications and then wish to distribute them to multiple terminals, some
issues on terminal identification must be considered.

Problem

The NCR Retail Platform Software for Windows (RPSW) reads and stores terminal—
based DMI information to the hard disk, either in the registry or in a file. The DMI space
(firmware on the processor board) contains information, such as Terminal Serial
number, class or model, and so forth. This information is critical because it may be the
only way of identifying the terminal and its version.

This process works fine when each terminal’s hard drive is built up from scratch at that
terminal. Now, with the use of drive duplication software, this process has become an
issue because the duplicated terminals can get the DMI information of the source
terminal where the image was created. Usually, a master disk image is created on a test
terminal and then the software on that terminal is imaged on to all the other terminals.
The problem occurs the first time the test terminal is rebooted after the RPSW is
installed. During this reboot, the DMI information is read and written to disk (this data
is not modified on subsequent reboots). When the image is sent to the other terminals,
the DMI values on the disk do not match what is actually in DMI on that terminal.

Impact

When this problem occurs, NCR platform software, such as the Retail Systems Manager
(RSM) or Command Center, displays incorrect DMI information for any terminals that
have been loaded using the image. In addition, the affected terminals will have an
unhealthy state when it detects that the board and disk drive DMI information do not
match.

Note: If you do not have RSM State—of-Health, check the event log for NCRHAL
events, which indicate that the information does not match.

Action
To create a client image, follow these steps:

1. Install RPSW.
2. Install RPSW patches.

3. Configure any RSM Local Edition (LE) settings that are common across terminals,
such as the system Custom Tags, peripheral settings, and so forth.
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Run the NCRSysPrep utility, which is included with RPSW 2.1.1 or later versions.

The NCRSysPrep utility can be run for the NCR 7402, 7456, 7457, 7458, and newer
terminal images. This utility clears out the data on the terminal’s hard drive so that
the next time the terminal is loaded or rebooted, the data is read from the processor
board on the new terminal. The customer can run the NCRSysPrep on each terminal
to clear this error, but the best solution is to run NCRSysPrep on the terminal being
imaged. If you reboot the terminal after NCRSysPrep is run and the Base Platform
software in RPSW runs again, the data on the hard drive is filled in again and you
must run NCRSysPrep again.

Run Microsoft SysPrep/fbreseal. Do not reboot after this step is done.

Note: It is important that you run NCRSysPrep before you run the Microsoft
sysprep/fbreseal.

Create the image. To capture or restore an image, refer to the NCR Partition Image
User’s Guide (B005-0000-1641).
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Chapter 3: Introduction to RSM LE

Overview

RSM Local Edition (LE) provides peripheral configuration and local out-of-service
diagnostics. If RSM LE is licensed, additional functionalities become available. The
following are the characteristics of the RSM LE:

* RSM LE has Every Unit Item (EUI) functionality if there is no RSM license or the
RSM license has expired.

¢ EUI functionality permits you to configure peripherals and run diagnostics only.
¢ If you are in EUI mode, no logon prompt is displayed when RSM LE starts up.

¢ Additional functionality is available when you have an RSM license (monitoring and
information).

¢ RSM LE provides SNMP functionality if you are licensed for it.
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RSM LE Functionalities

When you start RSM LE in EUI (every unit item) mode, the system displays the
following window:

I A . User Help
Retail Systems Manager

+ Platform A
~ Peripherals 2z Cash Drawer
Device Assets
gh_e‘:k_sca””er Profile Name... NCRCashDrawer.1 A
Hnm | Ropenser Programmatic 1D NCRPrinter.CashDrawer
ard Totals =
Image Scanner Description
Keylock OPOS Version
Line Display MNCR Version
MICR Uses Profile... POS PrinterNCRPOSPrinter_1
MSR Drawer... Drawer 1
PIN Pad Allow Mested SUE Events False
POS Keyboard Y-Cable Status... Single Drawer Reporting
POS Printer ‘Wait for Close' Sound...
Scale
Scanner DataCapture
Signature Capture DataCapture Qutput. .. None
Tone Indicator Mask... "
+ Administration Time... 77
Line Prefix_.. 77
v
Diagnostics ] [ Uses Profile ] [ Create l l Delete ]

The options available in RSM LE are based on the licensed features. RSM LE normally
gets its license from the RSM SE server that it connects to, though it is possible to add
an RSM license file to an unmanaged RSM LE system. For more information, refer to
[nstalling the RSM LE License on page 61.

RSM LE has EUI functionality when either it has no RSM license or the license has
expired. The EUI functionality is typically seen on unmanaged RSM LE systems. The
“RSM LE EUI Functionality” and “RSM LE with RSM License” sections describe
features that are typically included, but your license file may provide different features.
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RSM LE EUI Functionality

If RSM LE does not have an RSM license, the following options are available with EUI

functionality:

Platform —platform devices for your terminal. Some examples include:

Audio

BIOS

Disks
Motherboard
Network
Power States
Serial Ports
Touch screen

Versioning

Peripherals—OPOS/JavaPOS controls selected during installation. Some examples

include:

Device Assets
Cash Drawer
Check Scanner
Coin Dispenser
Hard Totals
Image Scanner
Key lock

Line Display
MICR

MSR

PIN Pad

POS Keyboard
POS Printer
Scale

Scanner

Signature Capture

Tone Indicator
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e Administration
e RSM Services
e Customer Number

¢ RSM Managed —Enabled or Disabled. Set to Disabled for an unmanaged
system.

¢ Licensing
¢ Current User
¢ License File
¢ License Expiration
* Data Capture
¢ Configuration —Simple or Advanced
e Simple
* Default Setting—No Logging, Error Logging, or Full Logging
e Advanced
¢ Trace Mask Settings
* Level Mask Settings

¢ The list of modules that support data capture. The type of logging can be
changed for each one of the devices.
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RSM LE with RSM License

If an RSM license is used, additional functionality is provided in RSM LE. The
functionality available depends on the license, but it may include the following

functionalities:

e Monitor

State Of Health
Connectivity
Event Logs
Tallies
Processes

Services

e Platform

Audio

BIOS

Disks
Memory
Motherboard
Network
Operating System
Power States
Serial Ports
Software
Touchscreen

Versioning

¢ Peripherals—the same as available for EUI RSM LE

e Administration

RSM Services
Licensing
Alerting

Critical Events
Tally Thresholds
OS Monitoring

Data Capture
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[_} Note: If Command Center is used, OS Monitoring is automatically licensed even if an
RSM license file is not installed.
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Logging on to RSM LE

To log on to RSM LE, follow these steps:
1. Start RSM LE by performing any of the following:
¢ Select the desktop icon for RSM LE.
* Open a browser on the system and type the path to the RSM website.
Example: c:\pPrgram Files\NCR\RSM\Website\ConsoleLE.htm

If RSM is operating in Every Unit Item (EUI) mode, you are not prompted for a
logon window, but you are automatically logged on with privileges to configure
peripherals and run diagnostics only.

If RSM LE is managed and licensed, the Login window is displayed.

Login
User Name: [FTT
Password: |

[ok]

2. Enter the User Name and Password.

|— 4 Note: The following are the logon types when accessing RSM LE:

¢ NCRRetailer — permits access to the features you have licensed. You obtain the
User Name and Password information from NCR. The NCRRetailer logon has a
password that changes daily.

* NCRService—used by NCR personnel. It has full access to all the features in the
system. The NCRService logon has a password that changes daily.

* Guest—does not require a password, but only gives you read—only access to
licensed features.
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3. Select OK. The main window is displayed.

d User Help
Retail Sgslems Manager

— Monitor

gl = State of Health

Connectivity
Event Logs
Talies Status Device Condition Occurred

. ~
Hopanes @ Healthy System 2016-03-30 14:04

Hardware

Senices

+ Platform

+ Peripherals

+ Files

+ Administration

The RSM LE user interface displays the different available features. These features are
discussed in the next sections.

[} Note: The functionality present is based on the license file, and the unlicensed features
are not available.
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Installing the RSM LE License

The license file must be installed at the highest RSM tier. When you install the license
file at the highest tier, it is automatically distributed to the lowest tiers. Within the RSM
user interface, the ability to upload license files and configure license settings is
restricted to the highest tier of RSM. If RSM LE is managed by an RSM server, the
license file must be applied at the highest server tier. If RSM LE is unmanaged, you can
install an RSM license at RSM LE to use RSM LE licensed features.

To install an RSM LE license, perform the following:
1. Set the Customer Number.
2. Add the license file.

Setting the Customer Number

[

¢

The Customer Number is unique for each RSM customer and is required to activate an
RSM license.

Note: If the RSM LE is managed, the Customer Number can only be configured at an
RSM server and cannot be changed at the RSM LE tier.

To set the Customer Number at an unmanaged RSM LE, follow these steps:
1. In the RSM LE user interface, select Administration=>RSM Services.
2. Select Customer Number and then enter your Customer Number.

3. Select Save to save the new Customer Number value.

Adding the License file

Lo ]

You can add the license file through the following:
¢ through the RSM LE user interface (UI)
¢ through manual copying

Note: Only one customer license file may be present. If replacing the existing license
file with a new one, delete the old customer license file.

Warning: Delete only the customer—specific license file. Do not delete the
default.dat or cepriv.dat license files to avoid triggering an installation repair.

Adding an RSM LE license file through the Ul

To add an RSM LE license file through the user interface, follow these steps:
1. In the RSM LE user interface, select Administration-> Licensing.
2. Select Add and then browse for and select the license file.

3. Select Copy. If the file is successfully uploaded, a message appears accordingly.
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Adding an RSM LE license file through manual copying
For RSM 4.0 and later releases, place the license file in the following path:

$ALLUSERSPROFILES%\NCR\RSM\Website\XML

The $ALLUSERSPROFILES variable is an environment variable that points to different
locations depending on the operating system.

Note: For RSM releases earlier than 4.0, place the license file in the C: \Program
Files\NCR\RSM\Website\XML directory.
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Overview

This chapter provides information on how to use RSM LE and its different components:

e  Monitor
e Administration
* DPeripherals

¢ DPlatform

[ _ﬁ? Note: The functionality present is based on the license file. The unlicensed features are
not available.
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Using the Monitor section

The Monitor section of the RSM LE user interface displays the following components:
e State of Health

¢ Connectivity

¢ Event Logs

e Tallies

® Processes

* Services

[ _ﬁ' Note: The Monitor section is not included in the RSM LE EUI functionality without a
license.
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State of Health

The State of Health screen is the first screen that displays after you log on.

RSM has the ability to determine the state of health of managed components. State of
health determination is derived using events logged by managed components. These
events are then driven through a finite state machine to determine the current state of
health. NCR terminals and peripherals have been instrumented to log the events needed
to drive this state machine and permit RSM to determine their current state of health.

State of Health is a key component of RSM and therefore is easily visible from the RSM
user interface. At RSM LE, State of Health monitors the peripherals attached to the
system, and reports problems that are encountered from the platform devices.

! I User Help
Retail Systems Manager

& State of Health
Hardware

Status Device Condition Occurred A
@ Healthy System 2016-03-30 15:29

— Menitor

State of Health

Connectivity
Event Logs
Tallies
Processes
Senices

+ Platform

+ Peripherals

+ Files

+ Administration

The State of Health screen displays information about the current status of a system
such as the following alerts:

e State Of Health Alerts—refers to the alerts that are defined by the information
provided by the Retail Controls, Platform devices, or RSM software. State Of Health
does not require that the Alert configuration parameters be defined. The State of
Health alerts include the following alerts:

¢ Healthy Alerts
e Attention Soon Alerts
e Attention Now Alerts

¢ Event Alerts—refers to the alerts that are set up for events that are specific to an
application or device. Event alerts are set up at the System level and include the
following alerts:
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e Informational Events Alerts
¢ Warning Events Alerts
e Error Events Alerts

e Tally Alerts—refers to the alerts that contain information on the counts of the
number of times a certain operation is performed for a certain device. Tally alerts are
set up at the System level and include the following alert:

¢ Tally Threshold Alerts
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Connectivity
The Connectivity screen displays the current connection status to RSM SE or PXE Image

Loader.

-,

.. [T
- ) ' d v User Help
Retail Systems Manager

— Menitor A
State of Health
Event Logs
Talies VWPHJT185092-ANW Offline ~

Processes Connected RSM Server
Senices

Connectivity

+ Platform

+ Peripherals

+ Files

+ Administration
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Event Logs

The Event Logs section displays significant events that occurred in the system that the
RSM application needs to notify the users about. RSM provides you the functionality to
view all the events of all the event log types available in the system.

User Help

|
Retail Systems Manager

— Menitor .
~
State of Health z Event Logs
Connectivity
EXTTRTS | Ever Oroves -
i
Sl Application... A
Senices HardwareEvents...
Internet Explorer...
* Platform Jewettware
+ Peripherals
i File: Key Management Service...
+ Administration Media Center...
OAlerts_
Security..

Symantec Enterprise Vault...

Symantec Enterprise Vault Converters...
Symantec Enterprise Vault CryptoModule....
System...

Windows PowerShell...

W

Open Log File
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Viewing Events
To view the events of a system, follow these steps:

1. On the RSM Console, select Monitor->Event Logs. The Event Logs section displays
the available event log types.

" ' User Help

A ¥
Retail Systems Manag

— Menitor

State of Health o Evel‘lt LOQS

Connectivity

Event Groups
Taes Application... A

Processes
Seni HardwareEvents...
enices
Internet Explorer...
+ Platform
. Jewettware. ..
+ Peripherals
+ Files Key .Managememt Service...
+ Administration Media Center...
QAlerts...
Security...

Symantec Enterprise Vault...

Symantec Enterprise Vault Converters. ..
Symantec Enterprise Vault CryptoModule.__.
System...

Windows PowerShell...

v

Open Log File

2. Select the event log type you want to view. The RSM Event Viewer displays the
events of the selected event log type. In this example, Application Log is selected.

f @ REM - Internet Explorer provided by IE11 for NCR Corp EM‘
=l - -
= Application Log
Type Date/Time Source Event1D | Category User Computer
1 & Information 2016-03-3016:22:24  MclLogEvent 257 Naone SYSTEM WPHIT185002-AN... (2l
2 @ Information 2016-03-30 16:19:36  Adobe Acrobat 0 None MNIA WPHIT185092-AN...
3 @ Information 2016-03-30 16:19:25  Msilnstaller 1035 None jt185092 WPHIT185092-AN...
4 @ Information 2016-03-30 16:19:25  Msilnstaller 11729 None jt185092 WPHIT185092-AN...
5 @ Information 2016-03-30 16:18:27  MclogEvent 257 None SYSTEM WPHITLE5092-AN...
6 @ Information 2016-03-3016:14:30  MclLogEvent 257 Mone SYSTEM WPHIT185092-AM...
7 @ Information 2016-03-30 16:12:33  Msilnstaller 1035 None jt185092 WPHIT185092-AN..,
& @ Information 2016-03-30 14:27:48  gupdate 0 None MNFA WPHITLE5092-AN...
9 @ Information 2016-03-3013:58:42  Windows Error Rep... 1001 None MNFA WPHITLE5092-AN...
10 g Error 2016-03-3013:58:40  Application Error 1000 Application Crashin... N/& WPHITLE5092-AN...
11 g Information 2016-03-3013:24:34  SceCli 1704 None MN/A WPHIT185002-AN...
12 g Information 2016-03-30 12:23:47  NCRPOSKeyboard 10015 Startup/Init MIA WPHIT185092-AN...
13 & Error 2016-03-30 12:23:33  NCR5992.LineDisplay 10005 Configuration MNFA WPHITLE5092-AM...
14 g Information 2016-03-30 12:18:28  MclogEvent 257 None SYSTEM WPHITLE5092-AN...
15 @ Information 2016-03-3012:14:30  MclogEvent 257 Maone SYSTEM WPHIT185092-AM...
16 @ Information 2016-03-3012:00:02  MclogEvent 257 Maone SYSTEM WPHIT185092-AM...
17 g Information 2016-03-30 11:46:50  RSMSoftwareAgent 50100 Startup,/Tnit MN/A WPHIT185002-AN...
18 & Information 2016-03-30 11:46:49  RSMPowerStates 50000 Startup/Tnit N/A WPHITLE5092-AN...
18 & Information 2016-03-30 11:46:48  RSMTransport 50600 Startup,/Tnit MN/A WPHIT185002-AN...
20 g Information 2016-03-30 11:46:47  NCRLoader 61000 Startup,/Tnit M/A WPHIT185002-AN... v
21 g Error 2016-03-30 11:46:46  NCRHAL 60007 Memory/Resources  N/A WPHIT185092-AN...
Showing 100 of 48572 event(s)
Clear Logs ] [ Refresh ] [ Details l [ More ] [ Filter ] [ Close ]
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Note: The RSM Event Viewer user interface is designed to look and function
similar to the Windows Event Viewer user interface.

The RSM Event Viewer displays all the event logs of the selected event log type in a
table with the following event data:

Type
Date/Time
Source
Event ID
Category
User

Computer

Select More to view more events in the RSM Event Viewer.

Select Close to close the RSM Event Viewer.
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Viewing Exported Event Logs

The RSM application provides the functionality to view the events of an exported event
log. To view the events of an exported event log, follow these steps:

1. On the Event Logs section of the RSM Console, select Open Log File.

‘ ' User Help

A ¥ -
Retail Systems Manager

— Menitor
~ Nzl
State of Health = Event LOQS
Connectivity
-
Tallies Application... Y
Processes
Seni HardwareEvents...
enices
Internet Explorer...
+ Platform
. Jewettware...
+ Peripherals
il Key .Managememt Service...
+ Administration Media Center...
QAlerts...
Security...

Symantec Enterprise Vault...

Symantec Enterprise Vault Converters. ..
Symantec Enterprise Vault CryptoModule.__.
System...

Windows PowerShell...

v

Open Log File

2. The system displays the Open Log File window. Double—lick Event Log Path.

Open Log File

Event Log Path... A

Event Log Type... Application
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3. The system displays the Event Log Path window. Browse for and select the event log
file you want to view, and then select OK.

Event Log Path

File | Browse

[DK] [ Cancel ]

4. On the Open Log File window, double—lick Event Log Type. The system displays
the Event Log Type window.

Open Log File

Event Log Path...
Event Log Type... Application

Event Loc NE
Unlisted Log Type
Application
HardwareEvents
Internet Explorer
Jewettware

Key Management Service
Media Center v
OAlerts
Security
Symantec Enterprise Vault Close
Symantec Enterprise Vault Converters
Symantec Enterprise Vault CryptoModule
System

Windows PowerShell

5. Select the Event Log Type from the drop—down list, and then select OK.

6. Select OK in the Open Log File window. The RSM Event Viewer displays the events
of the exported log file.

D Note: You cannot view .evtx files exported from newer operating systems, such as
Windows 7, on operating systems that do not support .evtx files.
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Viewing Event Details

To view the details of each of the events displayed in the RSM Event Viewer, follow

these steps:

1. On the Event Logs section of the RSM Console, double—click the event log type you

want to view. In this example, Application Log is selected.

-

@ RSM - Internet Explorer provided by IE11 for NCR Corp @M-‘
z Application Log
Type Date/Time Source Event1D | Category User Computer
1 @ Information 2016-03-3016:22:24  MclLogEvent 257 Maone SYSTEM WPHIT185092-AM... £
2 @ Information 2016-03-30 16:19:36  Adobe Acrobat 0 None MNIA WPHITL85092-AN...
3 @ Information 2016-03-30 16:19:25  Msilnstaller 1035 None jt185092 WPHIT185092-AN..,
4 g Information 2016-03-30 16:19:25  Msilnstaller 11729 None jt185002 WPHIT185002-AN...
5 @ Information 2016-03-3016:18:27  MelogEvent 257 MNane SYSTEM WPHIT185092-AN...
6 @ Information 2016-03-30 16:14:30  MclogEvent 257 None SYSTEM WPHIT185092-AN...
7 @ Information 2016-03-30 18:12:33  Msilnstaller 1035 None 185092 WPHITLE3092-AN...
8 @ Information 2016-03-30 14:27:48  gupdate 1] MNone MNFA WPHITLE5092-AM...
9 @ Information 2016-03-30 13:58:42  Windows Error Rep... 1001 None MNiA WPHIT185092-AN...
10 g Error 2016-03-3013:58:40  Application Error 1000 Application Crashin... N/A WPHITLE5092-AN...
11 @ Information 2016-03-30 13:24:34  SceCli 1704 None MNIA WPHIT185092-AN..,
12 g Information 2016-03-30 12:23:47  MCRPOSKeyboard 10015 Startup/Init MN/A WPHIT185002-AN...
13 & Error 2016-03-3012:23:33  NCR5992.LineDisplay 10005 Configuration MNFA WPHITLE5092-AN...
14 g Information 2016-03-3012:18:28  MeclogEvent 257 Nane SYSTEM WPHIT185092-AN...
15 g Information 2016-03-30 1214:30  MclogEvent 257 None SYSTEM WPHIT185092-AN...
16 & Information 2016-03-30 12:00:02  MclogEvent 257 None SYSTEM WPHJTLE5092-AN...
17 g Information 2016-03-30 11:46:50  RSMSoftwareAgent 50100 Startup/Init MNIA WPHIT185092-AN...
18 @ Information 2016-03-30 11:46:49  RSMPowerStates 50900 Startup/Init N/A WPHIT185092-AN...
19 g Information 2016-03-30 11:46:48  RSMTransport 50600 Startup/Init MNiA WPHIT185092-AN...
20 @ Information 2016-03-30 11:46:47  NCRLoader 61000 Startup/Init MNIA WPHIT185092-AN... v
21 g Error 2016-03-30 11:46:46  NCRHAL 60007 Memory/Resources  N/A WPHIT185002-AN...
Showing 100 of 48572 event(s)
I Clear Logs ] [ Refresh ] I Details l [ Mure] [ Filter ] [ Clnse]

2. The system displays the RSM Event Viewer. Perform any of the following;:

Select the event from the RSM Event Viewer, and then select Details.

Double—click the event from the RSM Event Viewer.
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The system displays the Event Details window. In this example, RSMPowerStates is

selected.

21. NCRLoader [Information]

Type
Date/Time
Source
Category
Event ID
User
Computer
Description...
Resolution

Information A
2016-03-30 11:46:47

MCRLoader

Startup/Init

61000

MN/A

WPHJT185092-ANW corp ncr.com

The NCR Loader service has su

Mone Available

W

Copy

] [nFrevinus] [ v Next ] [ Close J

The Event Details window displays the following information:

Information Refers to

Type The type of event. The event types are the following:

e Error
e Warning
e Information

e Success Audit
e Failure Audit

Date/Time The date and time when the event occurred.

Source The software that logged the event.

Category The classification of the event.

Event ID The number that identifies the particular event for this source.
User The name of the user when the event occurred.

Computer The name of the computer where the event occurred.
Description The description of the event.

Resolution The details about the meaning and actions to take regarding

the event. The system displays the resolution information only
if you have the license to view resolution information.
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Information Refers to

Binary Information

The binary information of the selected event. Binary
information displays only when it is available for the selected
event. The following binary information displays when
available:

e Data Size

e Byte Data

e Word Data

The Event Details window displays the following options:

Option Used To

Copy

Copy event details to clipboard. For more information, refer to
Copying Event Details to Clipboard on the next page.

Previous

Display the event details of the event that comes before the
currently displayed event as listed in the RSM Event Viewer.

Next

Display the event details of the event that comes next to the
currently displayed event as listed in the RSM Event Viewer.

Close

Close the Event Details window.




4-76 Using the RSM LE

Copying Event Details to Clipboard
To copy the event details that display in the Event Details window to the clipboard,
follow these steps:

1. On the Event Details window, select Copy.

11. RSMPowerStates [Information]

Type Information =l
DatefTime 2071-06-09 01:40:07

Source RESMPowerstates

Categary Stopfabort

Event |0 a0801

User MuiA,

Computer SE-1

Description. .. RSMPowerStates has stopped.

The Retail System Manager (RSM)

R i FowerStates handler has stopped.

e

L Copy ] Ln Previous] L * Next ] L Close I

2. Open an editor, such as Notepad.
3. Select Ctrl+V or Edit->Paste to paste the event details on the editor.
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Filtering Events

You can filter the events in the RSM Event Viewer to display a subset of events. To filter

events in the RSM Event Viewer, follow these steps:

1. On the Event Logs section of the RSM Console, double—click the event log type you

want to view. In this example, Application Log is selected.

2. The system displays the RSM Event Viewer. Select Filter.

(2 RSM - Internet Explorer provided by IE11 for NCR Corp

ol X

Type
% Information
Information
Information
Information
Information
Information
Information
Information
Information
Errar
Information
Information

13 Error

14 Information
15 Information
16 Information
17 Information
18 Information
19 Infarmation
20 Information

POPOPOOOOOODOOOOODODPODODODODOLE

| 2 Error
EShowing 100 of 48572 event(s)

Date/Time

2016-03-30 16:22:24
2016-03-30 16:19:36
2016-03-30 16:19:25
2016-03-30 16:19:25
2016-03-30 16:18:27
2016-03-30 16:14:30
2016-03-30 16:12:33
2016-03-30 14:27:48
2016-03-30 13:58:42
2016-03-30 13:58:40
2016-03-30 13:24:34
2016-03-30 12:23:47
2016-03-30 12:23:33
2016-03-30 12:18:28
2016-03-30 12:14:30
2016-03-30 12:00:02
2016-03-30 11:46:50
2016-03-30 11:46:49
2016-03-30 11:46:48
2016-03-30 11:46:47
2016-03-30 11:46:46

#z Application Log ,

Source EventID | Category User Computer

MeclLogEvent 257 None SYSTEM WPHIJT185002-AN... 2N
Adobe Acrobat 0 None /A WPHJTLE3092-AN...
Msilnstaller 1035 None jt185092 WPHIT185092-AN..,
Msilnstaller 11729 None jt185092 WPHIT185092-AN...
MclogEvent 257 Mone SYSTEM WPHIT185092-AN...
MclogEvent 257 None SYSTEM WPHIT185092-AN...
Msilnstaller 1035 None jt185092 WPHIT185092-AN..,
gupdate 0 None NIA WPHITLE5092-AN...
Windows Error Rep... 1001 None M/A WPHITLE5092-AN...
Application Errar 1000 Application Crashin... N/& WPHIT185092-AN...

SceCli 1704 None MiA WPHIT185092-AN...
MNCRPOSKeyboard 10015 Startup,/Tnit MNIA WPHIT185092-AN...
MCR5992.LineDisplay 10005 Configuration MNFA WPHIT185092-AN...
MclogEvent 257 MNone SYSTEM WPHIT185092-AN...
MclogEvent 257 None SYSTEM WPHIT185092-AN..,
MeclogEvent 257 None SYSTEM WPHIT185002-AN...
RSMSoftwareAgent 50100 Startup/Init NIA WPHIT185002-AN...
RSMPowerStates 50000 Startup/Tnit MNIA WPHIT185002-AN...
RSMTranspart 50600 Startup,/Tnit MN/A WPHIT185002-AN...
MNCRLoader 61000 Startup/Init MIA WPHITL85092-AN... v
MNCRHAL 60007 Memory/Resources  N/A WPHIT185092-AN...

[ Clear Logs ] [ Refresh ] [ Details | [ More] [ Filter ] [ Close]

The system displays the Filter Events window.

Filter Events

Category
EventID...
User. ..
Computer.
From...
To...

Event Types...

Event Source...

Error, Warning, Information,
Success Audit and Failure Audit

All
All

All

First Event
Last Event

W

I Clearl [DK] I Cancel l
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3. Filter the events displayed in the RSM Event Viewer according to the following
event information:

e Event Type

e Event Source

e (Category
e EventID
e User

e Computer
¢ From
e To

4. Select OK. The RSM Event Viewer then displays the events according to the filter
criteria you selected.
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Filtering Events by Date and Time

You can filter events in the RSM Event Viewer by date and time through the From and
To options in the Filter Events window. You can filter events by date and time to display
according to any of the following:

¢ From the first event logged in the system up to the last event logged in the system.
* From the first event logged in the system up to a specific date and time.

¢ From a specific date and time up to the last event logged in the system.

* From a specific date and time up to another date and time.

To filter events by date and time, follow these steps:

1. On the Filter Events window, double—click From.

Filter Events

Error, Warhing, Information,

Evart Types.. Success Audit and Failure Audit
Event Source... All

Category All

Event 1D

User...

Computer... All

From... First Event

To.. Last Event

_.:'J

L CIearJ LDKJ L Cancel _J
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2. The system displays the From window. Select whether you want to filter from the
First Event or from the Events On a specific date and time.

- I'-;ili.er éﬁen t.é

Error, Warning, Information, Success ]

B Audit and Failure Audit

Event Source... From
Category
Event ID_. « First Event
User...
Computer._.  Events On

To... {%J [ Cancel J

=

[ Clear | | OK] [ Cancel |

3. Select OK. If you selected Events On, the Filter Events window additionally displays
the Date and Time options.

Filter Events

Event Types... P e

Event Source. . All

Category Al

EventID...

User...

Computer... Al

From... Events On

Time. .. ao.o0

To... Last Event Tl
L Clearj LDKJ L Cancelj

4. Select the Date and the Time from when the events will be filtered.
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5. Double—lick To. The system displays the To window.

Filter Eventis

Error, Warning, Information, Success 2]

SEEL PR Audit and Failure Audit

Event Source . | To
Category
el @ Last Event
User
Computer... - Events On
From...

_ [ok] [ cancel | _

:J
L@ M | Cancel

6. Select whether you want to filter up to the Last Event or up to the Events On a
specific date and time.

7. Select OK. If you selected Events On, the Filter Events window additionally displays
the Date and Time options.

8. Select the Date and the Time of up to when the events will be filtered.

9. Select OK. The RSM Event Viewer then displays the events according to the filter
criteria you selected.
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Updating Event Logs

While you are viewing the events in the RSM Event Viewer, the RSM application does
not update the information that displays in the RSM Event Viewer unless you refresh it.

Select Refresh in the RSM Event Viewer to update the information with new events.

f @ RSM - Internet Explorer provided by [E11 for NCR Corp L == g‘
- -
z Application Log
Type Date/Time Source EventID | Category User Computer
1 @ Information 2016-03-3016:22:24  McLogEvent 257 None SYSTEM WPHIT185002-AN... (2]
2 @ Information 2016-03-3016:19:36  Adobe Acrobat 0 None MN/A WPHIT185092-AN...
3 @ Information 2016-03-3016:19:25  Msilnstaller 1035 None jt185092 WPHIT185092-AN...
4 @ Information 2016-03-30 16:19:25  Msilnstaller 11729 MNone jt185092 WPHIT185092-AN...
5 @ Information 2016-03-30 16:18:27  MclogEvent 257 None SYSTEM WPHITL85092-AN...
6 @ Information 2016-03-3016:14:30  MclogEvent 257 MNone SYSTEM WPHIT185092-AN...
7 @ Information 2016-03-3016:12:33  Msilnstaller 1035 None jt185092 WPHIT185092-AN...
& @ Information 2016-03-30 14:27:48  gupdate 0 None MNfA WPHITLE5092-AN...
9 @ Information 2016-03-3012:58:42  Windows Error Rep... 1001 None MNfA WPHITLE5092-AN...
10 g Error 2016-03-3013:58:40  Application Error 1000 Application Crashin... N/A WPHITLE5092-AN...
11 g Information 2016-03-3013:24:30  SceCli 1704 None MN/A WPHIT185002-AN...
12 g Information 2016-03-30 12:23:47  NCRPOSKeyboard 10015 Startup/Tnit M/A WPHIT185092-AN...
13 g Error 2016-03-30 12:23:33  NCR5992 LineDisplay 10005 Configuration MN/A WPHITL85092-AN...
14 g Information 2016-03-30 12:18:28  MclogEvent 257 None SYSTEM WPHITLE85092-AN...
15 @ Information 2016-03-3012:14:30  MclogEvent 257 MNone SYSTEM WPHIT185092-AN...
16 @ Information 2016-03-3012:00:02  McLogEvent 257 MNone SYSTEM WPHIT185092-AN...
17 g Information 2016-03-30 11:46:50  RSMSoftwareAgent 50100 Startup/Tnit MN/A WPHIT185002-AN...
18 g Information 2016-03-3011:46:49  RSMPowerStates 50000 Startup,/Tnit N/A WPHITLE5092-AN...
18 & Information 2016-03-30 11:46:48  RSMTransport 50600 Startup/Tnit MN/A WPHIT185002-AN...
20 g Information 2016-03-30 11:46:47  NCRLoader 61000 Startup,/Tnit M/A WPHIT185002-AN... v
21 g Eror 2016-03-30 11:46:46  NCRHAL 60007 Memory/Resources  N/A WPHIT185092-AN...
Showing 100 of 48572 event(s)
Clear Logs ] l Refresh ] [ Details ] [ More ] l Filter ] [ Close ]
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Sorting Event Logs

You can sort the events displayed in the RSM Event Viewer by clicking a specific
column header. For example, clicking the Type header sorts the events by type
alphabetically.

/3 RSM - Microsoft Internet Explorer (ol ]

=z Application Log

| Tvpe | Drate/Time | Source | EventID | Categaory | User | Camputer =
T & Inrormaton M0 O3 0E TICR Foyne Service 1 1 T BOTHORL, . SE-1
2 & Information 2011-06-09 01:40:35  RSMSoftwaredgent 50100 Startup/Init M/A SE-1
3 & Tnfrmatinn PO11-NA-N9 M1:40:35 | RSMFilRANERE 51700 Skarkbin Tnit MiA SF-1
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Clearing Event Logs

You can clear the events of an event log through the RSM Event Viewer. To clear the

events of an event log, follow these steps:

1. On the RSM Event Viewer, select Clear Logs.

-

'@ RSM - Internet Explorer provided by [E11 for NCR Corp L == g‘
- -
z Application Log
Type Date/Time Source EventID | Category User Computer
1 @ Information 2016-03-3016:22:24  McLogEvent 257 None SYSTEM WPHIT185002-AN... (2]
2 @ Information 2016-03-3016:19:36  Adobe Acrobat 0 None MN/A WPHIT185092-AN...
3 @ Information 2016-03-3016:19:25  Msilnstaller 1035 None jt185092 WPHIT185092-AN...
4 @ Information 2016-03-30 16:19:25  Msilnstaller 11729 MNone jt185092 WPHIT185092-AN...
5 @ Information 2016-03-30 16:18:27  MclogEvent 257 None SYSTEM WPHITL85092-AN...
6 @ Information 2016-03-3016:14:30  MclogEvent 257 MNone SYSTEM WPHIT185092-AN...
7 @ Information 2016-03-3016:12:33  Msilnstaller 1035 None jt185092 WPHIT185092-AN...
& @ Information 2016-03-30 14:27:48  gupdate 0 None MNfA WPHITLE5092-AN...
9 @ Information 2016-03-3012:58:42  Windows Error Rep... 1001 None MNfA WPHITLE5092-AN...
10 g Error 2016-03-3013:58:40  Application Error 1000 Application Crashin... N/A WPHITLE5092-AN...
11 g Information 2016-03-3013:24:30  SceCli 1704 None MN/A WPHIT185002-AN...
12 g Information 2016-03-30 12:23:47  NCRPOSKeyboard 10015 Startup/Tnit M/A WPHIT185092-AN...
13 g Error 2016-03-30 12:23:33  NCR5992 LineDisplay 10005 Configuration MN/A WPHITL85092-AN...
14 g Information 2016-03-30 12:18:28  MclogEvent 257 None SYSTEM WPHITLE85092-AN...
15 @ Information 2016-03-3012:14:30  MclogEvent 257 MNone SYSTEM WPHIT185092-AN...
16 @ Information 2016-03-3012:00:02  McLogEvent 257 MNone SYSTEM WPHIT185092-AN...
17 g Information 2016-03-30 11:46:50  RSMSoftwareAgent 50100 Startup/Tnit MN/A WPHIT185002-AN...
18 g Information 2016-03-3011:46:49  RSMPowerStates 50000 Startup,/Tnit N/A WPHITLE5092-AN...
18 & Information 2016-03-30 11:46:48  RSMTransport 50600 Startup/Tnit MN/A WPHIT185002-AN...
20 g Information 2016-03-30 11:46:47  NCRLoader 61000 Startup,/Tnit M/A WPHIT185002-AN... v
21 g Eror 2016-03-30 11:46:46  NCRHAL 60007 Memory/Resources  N/A WPHIT185092-AN...
Showing 100 of 48572 event(s)
[ Clear Logs ] l Refresh ] [ Details ] [ More ] l Filter ] [ Close ]

2. The system displays a confirmation window. Select Yes to clear the events.
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Tallies

Tallies are available when RPSW is installed and licensed with RSM. Tallies are not
available with RSM LE EUI functionality. Tallies are maintained for each peripheral.
These tallies are counts of both good and bad information that are incremented until
reset by a user. The good tallies are used to compare bad to good counts and assist in
proactive maintenance of devices. For a listing of the tallies for the various devices, refer
to the OPOS Help file or the NCR Retail Controls 3.x UPOS User’s Guide for Windows
(B005-0000-1619).

In addition to the RPSW peripherals, tallies may also be maintained by any software
using the NCR Store Minder tally interface to create and increment tallies. For more
information, refer to the RSM SDK LPIN (G370-2800-0100).
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Viewing Tally information

To view information of a tally, follow these steps:

1. On the RSM Console, select Monitor->Tallies. The Tallies section displays the
available tallies.

iv

Relarl Systems Manager

- Monitor

State of Health
Connectivity
Event Logs
Processes
Senices

+ Platform

- Peripherals
Device Assets
Cash Drawer
Check Scanner
Coin Dispenser
Hard Totals
Keylock
Line Display
MICR
Motion Sensor
MSR
P Pad

3

=

= 1allies

Tally Set

Tally Set...

Failed MSR Enables. ..
Invalid MSR Data...
Track 1 Swipe Error._.
Track 2 Swipe Error...
Track 3 Swipe Error...

Valid Card Swipes... 19 tallies

MNCR5945MSR A B

0 tallies
0 tallies
1 tallies
0 tallies
0 tallies

RSM Help

|

Refresh Tallies] [ Previous Set ][ Mext Set ]

2. Select the tally you want to view. The system displays information about the tally.

. ™ >
Retail Systems Manager

RSM Help

- Moniter | Valid Card Swipes

State of He

Connectivit Tally Type

Event Logs

Tallies
Processes
Senices

+ Platform

- Peripheral
Device Ass
Cash Draw
Check Sca
Cain Dispel
Hard Totals|
Keylock
Line Displa
MICR

Tally Value

Tally Threshold Alert...
Tally Threshaold...
Reset Tally...

Software
19
Disabled
1

Mewer

I
K

5

Mation Sensor
MSR
PIM Pad

=

Refresh Tallies ] [ Previous Set H Next Set ]

The window displays the following information:

Tally Type—refers to the type of tally, which can be either of the following;:

Software —includes the tallies that are maintained by software.
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Hardware—includes the tallies that are maintained on the physical device and
retrieved periodically by the peripheral software.

Tally Value —refers to the current count for the tally.

Tally Threshold Alert—refers to the status of the alert, whether Enabled or
Disabled.

Tally Threshold —refers to the number of times a certain operation is performed
before an alert is sent. For more information, refer to on page 121.

Reset Tally —refers to the option of resetting the current tally.

Select OK to close the window.
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Refreshing Tallies

Tallies are initially stored in memory, and the current tally counts are saved to disk
periodically. The RSM user interface displays the tally values that are saved on the disk.

The interval for how frequently the tallies are saved to disk can be configured in the
RSM user interface by selecting the System or Server, and then selecting
Administration— Alerting— Tally Save Interval. The default Tally Save Interval is 60
minutes.

Tallies may increment while using a device, but the updated tally counts may not
display in the RSM user interface until the next Tally Save Interval.

To refresh the tallies, follow these steps:

1. On the RSM Console, select Monitor->Tallies. The Tallies section displays the
available tallies.

NCR e

gy RSM  Help

Retail Systems _hj_@_@g_er

- Monitor izt |
State of Health = 1allies
Connectivity
Event Logs Tally Set _
Talli i
Tally Set. .. NCR5945MSR A E
Seni Failed M3SR Enables... 0 tallies
enices ;i ;
o Invalid MSR Data... 0 tallies
+
a. o Track 1 Swipe Error... 1 tallies
- Peripherals ; .
] Track 2 Swipe Error... 0 tallies
Device Assets : -
Cash Drawar Track 3 Swipe Error... 0 tallies
Chedk-Seanner il Valid Card Swipes... 19 tallies
Cuoin Dispenser
Hard Totals
Keylock
Line Display |
MICR
Motion Sensor Refresh Tallies ] [ Previous Set ] [ Next Set ]
MSR
PIN Pad ~|

2. Select Refresh Tallies. The system saves the current tallies in memory to the disk
and then displays them on screen.

D Note: Prior to RSM and RPSW release 4.0, the Tally Save Interval option was called Tally
Flush Interval, and the Refresh Tallies button was called Flush Tallies.
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Hardware Tallies

For RSM release 3.0 and later, hardware tallies are added to RSM for some 3.x Retail
Control peripherals. Hardware tallies must be pulled from the device instead of
updating them as they occur like the software tallies. A timer is used to periodically
retrieve the hardware tallies when the device is in use. However, the hardware may
report hardware tallies at different times depending on the device.

Currently, the following devices are supported:
* Printers

e MICR

* Scale

e Scanner

[ _& Note: The minimum firmware version for support of hardware tallies in the 7875

SA, 7876, 7883 SA (All SuperASIC) scanners is 497-0449064, dated 4/17/06.

The Printer and MICR hardware tallies are only reported up to every 8 hours. If you
print a few lines and wait five minutes, the hardware tally values do not change. To
force the hardware tally values to update, print a diagnostic form by opening and
closing the cover, while holding the paper feed button. Afterwards, new hardware tally
values are reported to RSM at the next update interval.

The Scanner and Scale hardware tallies are written to volatile memory every five
minutes and then to non-volatile memory every hour. RSM reads the tallies from
volatile memory. If you are using the scanner or scale, the hardware tallies are accurate
up to a 5-minute window. But if you unplug the scanner or scale before the hour—
interval is up (before hardware tallies are written to non—volatile memory), the count
reverts back to the last non-volatile count so the count in RSM could decrease after a
device is power—cycled.

Note: A reset of hardware tallies is not supported.
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Processes

The system displays the Processes window by selecting Monitor->Processes. The
Processes window displays the processes that are running and their CPU utilization

percentage.

User Help

¥
Retail Systems Man.‘-fg_er

— Monitor s
State of Health W Processes
Connectivity e
Event Logs Listing
Tallies g
CPU Usage Timestamp 2016-03-30 18:17 A
.
2 System-wide CPU Usage 13 %
Senices
+ Platform Interrupts CPU Usage D
+ Paripherals Deferred Procedure Calls 00 %
+ Files Hardware Interrupts 00 %
administration Process Name - Process ID CPU Usage
Acrobat.exe - 22340... 00 %
AcroCEF exe - 14864 00 %
AcroCEF .exe - 19012... 00 %
acrotray.exe - 6008... 00 %
AdobeCollabSync exe - 3612, 00 %
AGSService.exe - 1988, 00 %
armsvc.exe - 1964. . 00 %
atiechocexe - 1432 00 %
atiesnocexe - 504 00 % v
andindn ava - 17472 nn o

If you select a process from the list, the system displays additional information about the
process.

The End Process button is used to stop a process.

A Warning: Make sure you understand what a process is doing before stopping it.

Unexpected behavior could result.
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Services

The system displays the Services window by selecting Monitor->Services. The Services

window displays the services that are installed and their Stopped or Started state.

NCR rii==

A ¥ -
Retail Systems Manag

Y ol

er

— Menitor
State of Health
Connectivity
Event Logs
Tallies
Processes
Services

+ Platform

+ Peripherals

+ Files

+ Administration

£
= Services

Services

1E Nemad Branch...

ActiveX Installer (AxinstSV)...

Adaptive Brightness...

Adobe Acrobat Update Service...

Adobe Flash Player Update Service...
Adobe Genuine Software Integrity Service...
AMD External Events Utility....

Application Experience...

Application Identity...

Application Information. ..

Application Layer Gateway Service. ..
Application Management...

ASP.NET State Service...

Background Intelligent Transfer Service...
Base Filtering Engine...

BitLocker Drive Encryption Service...

User Help

Started
Stopped
Stopped
Started
Stopped
Started
Started
Started
Stopped
Started
Stopped
Started
Stopped
Started
Started
Stopped v

1>

If you select a service from the list, the system displays additional information about the

service.

You can change the Startup Type of a service by selecting Start or Stop from the

Services window.

Warning: Ensure that you understand what a service is doing before stopping it.

Unexpected behavior could result. If you stop the NCRLoader service from the RSM

user interface, the RSM user interface stops working. You must restart the service

from the Windows Control Panel.
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Using the Administration section

The Administration section is included in all versions of RSM LE. The features include

the following;:

RSM Services—provides information about the features that are used if RSM LE is a
managed system. If RSM LE is unmanaged, you do not need to use any of the
following features:

¢ Customer Number

¢ RSM Managed

* RSM Server Discovery
¢ Connected RSM Server
¢ Logical System Name

¢ Custom Tags

¢ OS Monitor

e File Agent

e Software Agent

¢ Default Destination Directory
¢ Package History

Licensing—provides information about the licensing. There is nothing you can
change in this section if RSM LE is managed by RSM SE. However, you can add a
license in this section if RSM LE is not managed by RSM SE. For more information
on installing the RSM LE license, refer to on page 61.
The license information include the following:

e Current User
e License File
¢ License Expiration

Alerting—provides the functionality to change the settings for the logs and tallies
and configure the SNMP Agent. The Alerting features include the following:

¢ Log Event Types
¢ Tally Save Interval
¢ SNMP Agent

Critical Events—provides the functionality to change the threshold information of
the various types of critical events. You can also view the meanings of various types
of event messages.

Tally Thresholds—provides the functionality to change the tally threshold values for
the various retail peripherals.
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* OS Monitoring—provides the functionality to configure the monitoring of system
wide CPU and memory usage, disks and files, and processes and services.

¢ Data Capture—provides the functionality to diagnose or debug problems.

For more information about these features, refer to the next sections.
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RSM Services

The Services menu for RSM LE is primarily used with a system that is being managed by
an RSM server. If you are running the RSM LE in an unmanaged, local environment,
most of the features are not applicable, such as the RSM LE shown in the sample image

below.

YTV
d User Help
Retail Sgslems Manager

— Monitor

State of Health e ¥ RSM seWices

Connectivity -
Event Logs Settings .
Tallies Customer Number... 2016
Processes = ~
P RSM Managed... Disabled
OS Monitor.... Enabled
+ Platform
+ Peripherals File Agent._ Enabled
+Files Software Agent... Enabled
— Administration Software Agent
. : : i C:\ProgramData‘\Application
Licensing DEE L e DA DatzNCRIRSM\Downloads
Alerting Package History 90 days
Critical Events
Tally Thresholds
05 Monitoring
DataCapture
v
File Browser ] [ Data Viewer ] [ Update DMI ]
[¥]

The system displays the RSM Services section when you select Administration>RSM
Services. The RSM Services section displays the following information:

Settings Description

Customer Number Identifies the customer using RSM. The Customer Number
displays on the contract with NCR. The Customer Number is
required for activating an RSM license. If RSM LE is managed,
the Customer Number is configured at an RSM server and is
not changeable at RSM LE.

If RSM LE is not managed by an RSM SE server but an RSM
license file is used, such as when adding SNMP support, the
customer number must be configured at RSM LE to activate
the RSM license. For more information, refer to Installing the
RSM LE License on page 61.
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Settings

Description

RSM Managed
(Enabled or Disabled)

Indicates whether this system is managed by an RSM SE Server.
If this option is set to enabled, it is assumed that an RSM SE
Server manages this RSM LE system.

If using PXE Image Loader instead of RSM SE:

e |f using Command Center in a Dual Server configuration,
configure RSM LE to be managed by the two PXE Image
Loader servers to simplify role changes for Command
Center. Otherwise, configure RSM LE as unmanaged.

RSM Server Discovery
(Dynamic or Fixed)

Determines if a managed client gets the address of the
managing server dynamically or whether you assign a fixed
address for the SE or PXE Server.

Connected RSM Server

Displays the last RSM SE or PXE Server that the client
communicated with, if managed.

RSM Server (Primary)

Refers to the field for setting the name or IP address of the
server if RSM Server Discovery is Fixed.

RSM Server
(Secondary)

Refers to the field for setting the name or IP address of the
secondary server in a dual server environment.

Logical System Name

Refers to the identifying name for this system that can be used
to identify this system by a name other than its computer name
at RSM Servers. For example, it may be desirable to use names
like Lane 1 or Bakery to identify the location or usage of the
system.

Custom Tag

Provides the functionality to group systems managed by RSM
SE or RSM EE into various roles such as the functional area in
the store, a region in the country, or any other grouping you
wish.

OS Monitor (Enabled
or Disabled)

Indicates whether the monitoring of the operating system is
Enabled or Disabled. This setting is a licensed feature, but it
can be used without an RSM SE server. It is automatically
licensed if Command Center is used.

File Agent (Enabled or
Disabled)

Indicates whether File Agent is Enabled or Disabled to support
file distribution packages scheduled from RSM SE or RSM EE.
Note: If RSM SE is not used, File Agent may be disabled.
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Settings

Description

Software Agent
(Enabled or Disabled)

Indicates whether Software Agent is Enabled or Disabled to
support software execution in packages scheduled from RSM
SE and RSM EE servers.

Note: If RSM SE is not used, Software Agent may be disabled.

Default Destination
Directory

Refers to the default destination directory used for packages
that contain distributed files but no destination directory is
defined in the package.
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Licensing

The system displays the Licensing section when you select Administration->Licensing.
The licensing section displays the current licensing information. If RSM LE is managed
by an RSM SE server, these are information fields and cannot be changed on this screen.
If the RSM LE is unmanaged, you can add a license file through this section.

Note: For more information on installing the RSM LE license, refer to [nstalling the
RSM LE License on page 61.

User Help

A ¥
Retail Systems Manager

— Monitor

State of Health » ' Licensil‘lg

Connectivity

Event Logs Settings

Tallies Current User ncrservice

Processes . 5 : ~

e License File cepriv.dat
T License Expiration 2016-12-30
+ Peripherals
+ Files
- Administration

RSM Services

Alerting

Critical Events

Tally Thresholds

0S Monitoring

DataCapture

The Licensing section displays the following licensing information:

¢ Current User —refers to the user who is currently logged on to this session of RSM
LE.

* License File—refers to the name of the license file currently in use.

¢ License Expiration —refers to the expiration date for the license file. If the license has
expired, only EUI functionality is available in RSM LE.

If RSM LE is managed by an RSM SE server, the RSM SE server will generate alerts
when the RSM license is near expiration. By default, alerts will not be generated by RSM
LE for license expiration because it is handled by the server in managed cases.

For an RSM LE system that is not managed by an RSM SE server but is licensed for
reporting alerts through SNMP, you can configure RSM LE to generate Critical Events
when the RSM license is near expiration. To configure RSM LE to generate Critical
Events, add the following events to the Critical Events configuration:

* RSMTransport event 50605
¢ RSMTransport event 50606
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Alerting

The system displays the Alerting section when you select Administration-> Alerting.
The Alerting section provides you the functionality to change the settings for the logs
and tallies and configure the SNMP Agent.

I - User Help
Retail Systems Manager

— Monitor

State of Health “~ ' Alerting
Connectivity
Event Logs Settings
Tallies
Processes Logs & Tallies )
Senices Hos Eventaiynes Error, Warning, Information, Success Audit and
+ Platform Failure Audit
+ Peripherals Tally Save Interval... 60 minutes
+ Files
— Administration SNMP Agent
RSM Senices SNMP Agent... Disabled
Licensing
Alerting

Critical Events
Tally Thresholds
0S5 Monitoring
DataCapture

Save C.

1
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Log Event Types

You must select the event types that you want logged to the Windows event log. All

types that are not selected are not written to the event log for any event source that uses
RSM or Store Minder APIs to log events, but are still used for determining State of

Health and critical events. If none of the event types are selected, the event filter is
disabled and all event types are logged.

k .
Retail Systems Manager

User Help

— Monitor
State of Health
Connectivity
Event Logs
Tallies

Processes
Senvices

+ Platform

+ Peripherals

+ Files

— Administration
RSM Services
Licensing

Critical Events
Tally Thresholds
0S5 Monitoring
DataCapture

Alerting

Settings

Log Event Types |

g, Information, Success Audit and

~

Logs
Error

Tally Save Warning
SNMP

SNMP Age Information

Success Audit

Failure Audit

Default ] l Cancel ]

The log event types include:

Error
Warning
Information
Success Audit

Failure Audit
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Event Filtering Restriction

The Log Event Types option provides RSM the functionality to limit what events RPSW
or RSM log to the Windows Event Log. Events that are filtered are still used for alert
processing in NCRFSM. However, if some events for the same device (for example,
printer) are logged very close to the same time and some events are filtered and some
events do go to the Windows Event Log, it is possible for the State—of-Health processing
in NCRFSM to process them in the wrong order and end in the wrong state. Because of
this, filtering of event logs is discouraged when using the State—of-Health feature of
RSM, and the default for event logging is to not filter events.

Note: For customers that are not licensed for RSM, SNMP, or Command Center,
NCRFSM and State—of-Health are not used, and filtering of events will not cause this
problem.
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Tally Save Interval

The Tally Save Interval is the frequency at which tally values are saved from memory to
persistent storage. The default value is 60 minutes. If Command Center is used, tallies

may be saved more frequently than the configured value.

For more information on tallies and how to trigger an immediate save of current tally

values, refer to Tullics on page 85.

— Monitor
State of Health
Connectivity
Event Logs
Tallies
Processes
Senvices

+ Platform

+ Peripherals

+ Files

— Administration
RSM Services
Licensing

Critical Events
Tally Thresholds
0S Monitoring
DataCapture

Alerting

Settings

Logs & Tallies

Log Event Types...

Tally Save Interval

SNMP
SNMP Agent

[60

~
Error, Warning, Information, Success Audit and
Failure Audit
x| minutes
v

Save Cancel
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RSM SNMP Configuration

RSM provides SNMP support through RSM LE. Support is provided for SNMP traps
only. The monitoring and thresholding is performed by RSM LE. These processes
include the monitoring for state of health changes, critical events, and tallies that have
exceeded a configured threshold. When these conditions occur, RSM LE has the ability
to send an SNMP trap.

An RSM license file with the SNMP feature licensed is required to use the SNMP
feature.

Note: The Microsoft SNMP Agent must be running to be able to use the RSM SNMP
Agent. If RSM SNMP is not running as expected, you need to manually check whether
certain settings in the Microsoft SNMP Service are successfully set. For more
information about these settings, refer to Microsoft™ SNMP Service Settings on page 169.

The SNMP agent is disabled by default and must be enabled by the user.

I User Help
Retail Systems Manager

— Monitor

s
State of Health » % Alertlng

Connectivity "
Event Logs Settings
Tallies
Processes Logs & Tallies ~
Senices Error, Warning, Information, Success Audit and
Log Event Typ
+ Platform SNMP Agent dit
+ Peripherals Tally Save Intel 5
+ Files
— Administration SNMP Ag' © Enabled
o [ —
Licensing ;
| Norting |
Critical Events
Tally Thresholds
0S5 Monitoring
DataCapture
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After the SNMP agent is enabled, the system displays the various types of traps and

other settings.

; ! - User Help
Retail Systems Manager

— Menitor
A -
State of Health ¥ Aler‘tll‘lg
Connectivity -
Event Logs Settings
Tallies R
Processes Logs & Tallies ~
Senvices LG Event Tyoes Error, Warning, Information, Success Audit and
+ Platform 9 YPES: Failure Audit
+ Peripherals Tally Save Interval... 60 minutes
nhloe SNMP Agent
— Administration
RSkl Saincas SNMP Agent... Enabled
Licensing Healthy Status, Attention Soon Status, Attention
Suppress Overall Alerts with... Mow Status, Not Configured Status and Unknown
Status
Critical Events .
Tally Thresholds Healthy Status, Attention Soon Status, Attention
i Suppress Category Alerts with... MNow Status, Not Configured Status and Unknown
05 Monitoring Status L
DataC: :
ataCapture Suppress System Alerts with.... MNone
Suppress Device Alerts with. . MNone
Suppress Critical Event Alerts with. Information, Success Audit and Failure Audit
Suppress Tally Alerts... None v

i

For additional information on the SNMP Agent, refer to the "RSM SNMP Agent" section
in the NCR Retail Systems Manager Software User’s Guide (B005-0000-1518).
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State of Health Alerts

SNMP traps may be sent for State of Health (SOH) changes. There are different traps for
the various types and severities of State of Health changes. You may configure which
types of traps are sent from the system. For example, you may choose to send Overall
alerts for all severities but you may choose to send Device Alerts only for states that

require attention.

The types of SOH alerts are described in the sections that follow. For each SOH alert
type, the severities are the same. The severities are the following:

¢ Healthy

e Attention Soon
e Attention Now
¢ Not Configured

e Unknown

Overall Alerts
Overall traps may be sent for changes in the overall status of the terminal or kiosk.
These traps are a roll-up of the statuses of the terminal based on the status of all devices.

The Overall traps may be filtered by severity.
Selecting Administration-> Alerting> SNMP Agent-> Suppress Overall Alerts with
displays the Suppress Overall Alerts with window.

Suppress Overall Alerts with

~ Healthy Status

~ Attention Soon Status
~ Attention Now Status
~ Not Configured Status

F Unknown Status

@ | Cancel '

In this window, you can configure which Overall traps should be sent or suppressed. To
suppress an alert, select the corresponding alert, and then select OK.

Category Alerts

Category traps may be sent for changes in the State of Health categories on the terminal
or kiosk. Category is a sub—classification of the terminal, peripheral or peripheral device
state. These categories include Configuration, Hardware, Maintenance, OPOS, and
UPOS.

The Category traps may be filtered by severity.
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Selecting Administration-> Alerting=>SNMP Agent-> Suppress Category Alerts with
displays the Suppress Category Alerts with window.

Suppress Category Alerts with

~ Healthy Status

v Attention Soon Status
~ Afttention Now Status
¥ Not Configured Status

¥ Unknown Status

|W| | cancel |

In this window, you can configure which Category traps should be sent or suppressed.
To suppress an alert, select the corresponding alert, and then select OK.

System Alerts

System traps may be sent for changes in the system State of Health of a terminal or
kiosk. This state is the state of the base system, not the state of peripherals or other
devices in the system.

The System traps may be filtered by severity.
Selecting Administration-> Alerting>SNMP Agent-> Suppress System Alerts with
displays the Suppress System Alerts with window.

Suppress System Alerts with

I" Healthy Status

I~ Aftention Soon Status
I~ Aftention Now Status
" Not Configured Status

™ Unknown Status

@| | Cancel |

In this window, you can configure which System traps should be sent or suppressed. To
suppress an alert, select the corresponding alert, and then select OK.
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Device Alerts
Device traps may be sent for changes in the State of Health for a peripheral or device on
a terminal or kiosk. The State of Health for each device on the system is monitored

separately.

The Device traps may be filtered by severity.

Selecting Administration-> Alerting> SNMP Agent-> Suppress Device Alerts with
displays the Suppress Device Alerts with window.

Suppress Device Alerts with

" Healthy Status

I~ Attention Soon Status
I~ Attention Now Status
" Not Configured Status

I Unknown Status

@ | Cancel |

In this window, you can configure which Device traps should be sent or suppressed. To
suppress an alert, select the corresponding alert, and then select OK.
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Critical Event Alerts

Traps may be sent when an event is logged and reaches a configured Critical Event
threshold. Although the content of the trap is similar to the Store Minder Event Traps
from the NCR Retail SNMP Agent, the Critical Event traps for the RSM SNMP Agent
are sent only for events configured as Critical Events through RSM, not for all events
logged.

The Critical Event traps may be filtered by severity.

Selecting Administration-> Alerting> SNMP Agent-> Suppress Critical Event Alerts
with displays the Suppress Critical Event Alerts with window.

Suppress Critical Event Alerts with |

- Errors

I Warnings

~ Information

¥ Success Audit

F Failure Audit

|EJ | Cancel '

In this window, you can configure which Critical Event traps should be sent or
suppressed. To suppress an alert, select the corresponding alert, and then select OK.
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Tally Alerts
Traps may be sent when a tally reaches a tally threshold configured through RSM.

Note: Tally Threshold Traps are new in the RSM SNMP Agent and were not supported
in the NCR Retail SNMP Agent.

The Tally Threshold traps may be filtered.

Selecting Administration> Alerting=> SNMP Agent-> Suppress Tally Alerts displays
the Suppress Tally Alerts window.

Suppress Tally Alerts |

- Threshhold Status

[DKJ [ Cancel J

In this window, you can configure whether Tally Threshold traps should be sent or
suppressed. To suppress an alert, select the corresponding alert, and then select OK.
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Trap Queue Configuration
State of Health and Critical Event traps share one queue. Tally traps are in a separate
queue. The configuration values below apply to both queues.

Maximum Alerts in Queue
Selecting Administration-> Alerting>SNMP Agent->Maximum Alerts in Queue
displays the Maximum Alerts in Queue window.

Maximum Alerts in Queue

=

[DKJ [ Cancel J

Maximum Alerts in Queue defines the length of the internal queue for TRAP events. If
the queue becomes full, TRAP events are dropped (based on this value). Possible values
are 10 through 1000. Default value is 256.

When Full Queue
Selecting Administration-> Alerting=> SNMP Agent->When Queue Full displays the
When Full Queue window.

When Full Queue

& Discard Oldest Alerts

 Discard New Alerts

[DKJ [ Cancel J

This option determines the strategy for managing the internal TRAP queue when the
queue becomes full and a new TRAP event is created. The possible values are:

e Discard Old Alerts—overwrites older TRAP events. This value is the default value.

¢ Discard New Alerts—ignores new TRAP events.
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Heartbeat Configuration
This section describes the heartbeat configuration.

Heartbeat Interval

The interval (in seconds) between which the RSM SNMP Agent sends a periodic
heartbeat trap. A zero (0) value indicates that no heartbeat trap should be sent. Possible
values are 0 through 86400 seconds (24 hours).

Selecting Administration-> Alerting> SNMP Agent->Heartbeat Interval displays the
Heartbeat Interval window.

Heartbeat Interval

300 X| seconds

[DKJ l Cancel J

Traps per Heartbeat
Traps per heartbeat is the total number of traps to be sent for a single heartbeat. Possible
values are 0 through 16.

Selecting Administration-> Alerting> SNMP Agent-> Traps per Heartbeat displays the
Traps per Heartbeat window.

Traps per Heartbeat

1| X

[DI{J L Cancel J

Delay between Traps
Delay between traps is the time (in centi-seconds) between traps in a single heartbeat.
Possible values are 0 through 3000.

Selecting Administration-> Alerting>SNMP Agent->Delay Between Traps displays
the Delay between Traps window.

Delay between Traps

50 X| centi-seconds

[DKJ [ Cancel J
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Trap Reception and Processing

RSM SNMP generates traps to be processed by remote management systems. RSM
SNMP traps are not processed by RSM servers. The remote management tool that
receives traps must be configured on how to handle each type of trap that can be sent.

The traps sent by the RSM SNMP Agent are defined in NCRRSMTraps . MIB. This file is
installed in the C:\Program Files\NCR\RSM directory when the Retail Platform
Software for Windows (RPSW) is installed.

The remote management tool may require that specific rules be set up for specific alerts.
In the case of NCR Gateway, rules for handling alerts sent by RSM SNMP are defined
based on the default set of alerts. If additional alerts are configured (for example, adding
an FSM definition file to define State-of-Health transitions for a new device or
configuring additional Critical Events), new rules may need to be added in the remote
management tool.

For more information about integrating RSM SNMP with your network management
system, refer to the RSM Software Development Kit.
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Critical Events

The system displays the Critical Events section when you select

Administration=> Critical Events. In the Critical Events section, you can perform the

following:

¢ Change and view the threshold information for the various critical errors that were

automatically set up during the RPSW installation.
¢ Add new events.

¢ View, export, and print event messages.

NCR Trstoming Tramactios ' 1
into Relatiomsias

v Help
Retail Systems Manager =~
— Monitor =
Stats of Health & Critical Events
Connectivity
EventLogs 1
Tallies — e
Processes A
Senices 1. Application Error [1000]... Threshold is 1
e e 2. Application Error [1004]... Threshold is 1
+ Peripherals
+ Files
— Administration
RSM Semvices
Licensing
Alerting
Tally Thresholds
0S5 Monitoring
DataCapture
v

[ Add Event ” Previous Set H Next Set ]

[ Export ] l Print ] [ Save ] [ Cancel ]
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Configuring Critical Events

The Critical Events are divided in sets based on the event source. You can view the
different event sets by selecting Next Set or Previous Set.

To configure an event set, follow these steps:

1. Select Critical Event Set and use the drop—down list in the Critical Event Set
window to select the set.

User Help

— Monitor
State of Health
Connectivity
Event Logs
Tallies
Processes
Senices

+ Platform

+ Peripherals

+ Files

— Administration
RSM Senvices
Licensing
Alerting
Tally Thresholds
0S5 Monitoring
DataCapture

A "
Retail S E!‘:le ms Man@ger

= Critical Events

Message Files
Critical Event Set... Application Error ~

Threshold is 1
Threshold is 1

1. Application Error [1000]...
2. Application Error [1004]...

Critical Event Set

ApplicationError |4

v

[ Add Event H Previous Set H Next Set ]

l Export ] [ Print ] [ Save ] [ Cancel ]

2. Select a specific error and then select OK. In this example, DrWatson is selected.

NCIR resterning Teansactions
Inbo Relationships

! User Help

A [
Retail Systems Manager

— Monitor
State of Health
Connectivity
Event Logs
Tallies
Processes
Senvices

+ Platform

+ Peripherals

+ Files

— Administration
RSM Services
Licensing
Alerting
Tally Thresholds
0S5 Monitoring
DataCapture

Critical Events

Message Files I
Critical Event Set... Application Error A

1. Application Error [1000]... Threshold is 1
2. Application Error [1004]... Threshold is 1

Critical Event Set

Drwatson N

v

[ Add Event H Previous Set H Next Set ]

l Export ] [ Print ] [ Save ] [ Cancel ]
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The critical event window displays the critical events of the selected set.

er

— Menitor ~
State of Health Critical Events
Connectivity
Event Logs Message Files .
Talli =
ales Critical Event Set... DrWatson
Processes : ~
Senices 1. Drwatson [4087]... Threshold is 1
2. DriWatson [4164].. Threshold is 1
+ Platform
+ Peripherals
+ Files
— Administration
RSM Semvices
Licensing
Alerting

Critical Events

Tally Thresholds
0S Monitoring
DataCapture

W

[ Add Event H Previous Set H Next Set ]

I Export ] [ Print ] [ Save ] [ Cancel ]

3. Select a critical event.

ey e,

NCR Trformin Tramections

User Help

e
Retail Systems Manager

— Monitor e
State of Health 2z crltlcal Evel‘lts
Connectivity
Event Logs 1. DriNatson [4097]

Tallies

~
focessed Source Dr\Watson 7y
Senices

Event ID 4087
+ Platform ESMID
~Eelipherals Threshold 1
j||£:\::II‘::inistralion L %
B Reset Count... Never
RSM Semvices :
Li z Command Line...
icensing . .

Alerting Requires user interaction... No

Tally Thresholds Vv

0S5 Monitoring

DataCapture

[ Remove Event ] [ Cancel ]

V]

[ Add Event H Previous Set H Next Set ]

l Export ] [ Print ] [ Save ] [ Cancel ]

Selecting a critical event displays the following information:
* Source—refers to the event source.

e Event ID—refers to the unique event identifier.
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¢ FSMID—if the event message contains the Finite State Machine ID (FSMID) field
to specify the instance of the monitored item (profile name for peripherals,
process name for process monitoring, file name for file monitoring), this field can
be used to configure a critical event for a specific FSMID.

e Threshold —refers to the number of times the event should occur before an alert
is sent.

¢ Count—refers to the current count of how many times the event has occurred.

e Reset Count—refers to whether to reset the count value when the threshold
occurs or to never reset the count.

¢ Command Line (optional) —refers to the command line to run when the
threshold is reached.

* Requires user interaction —refers to whether the Command Line specified for the
event requires user interaction.

Modify the critical event set's information if necessary, and then select OK.
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Adding Critical Events

To add new events, select the Add Event button. The system displays a window that
asks you to select the Group, and then enter the parameters explained in the Configuring
Critical Events section.

User Help

¥
Retail Systems Manager

+ Monitor ~ en
+ Platform = Critical Events
+ Peripherals
e [slortc W Mocsane Files 8
— Administration Add Critical Event
RSM Semvices "
Licensing Group... Application A
Alerting Source. .. _NET Runtime
EventID... 1000
Tally Thresholds FSMID_...
0S5 Monitoring Threshold 0
DataCapture Count 0
Reset Count... Never
Command Line...
Requires user interaction... No
v
Add Event ] [ Cancel ]

W

[ Add Event ][ Previous Set ][ Next Set ]

[ Export ] [ Print ] [ Save ] [ Cancel ]
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Viewing Event Messages in Message Files

If licensed, an additional Message Files tab displays on the Critical Events section. The

message files tab permits users to view the messages in the event message files registered

for any event source. The tab determines what the critical events mean and which

events the user wants to configure.

To view the event messages in a message file, follow these steps:

1.

Select the Message Files tab in the Critical Events section, and then select the Group
and Source.

s -

¥
Retail Systems Man

— Monitor

~ agm
State of Health Critical Events
Connectivity
Event Logs m Message Files
Tallies
I Group... HrdwareEents PN
Senices Source... Microsoft-WWindows-EventCollector ]
Message File Cwindows\system32\wecsvc dlil
+ Platform ; 7
+ Peripherals No. of Event Messages 8 _ :
+ Files 1 The Subscription %1 could not be activated on
_ Administration target mach.\ng %2 due to commumcgt\on error.
RSM Senices ' The Subscription %1 could not be activated on
Licensing machine %2 due to an error.
- The Subscription %1 has expired and will no longer
Alerting 3 - i
v
T Iy Threshold 4 The Subscription %1 could not be activated on
OaSyIVI r_fs Rt target machine %2 due to communication error.
Dat CDm g 5 The Subscription %1 was activated successfully on
ataC-apture target machine %2.
The Subscription %1 could not publisher events —
[ from target machine %2 to the log file of this
subscription. v
AN The Suhsrrintinn %1 has a lnst event
[ Add Event ] [ Previous Set ] [ Next Set ]
v

[ Export | | Print ] [ Save ] [ Cancel ]

The system displays the following information:

¢ Group—refers to the event log registered on the system that you have selected.
* Source—refers to the source of the event that you have selected.

* Message File—refers to the path of the message file.

* No. of Event Messages—refers to the number of event messages in the message
tile.

¢ Event Messages Set—displays the message set for sources with many messages.
Use the Next Set or Previous Set to access other sets for the source.
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2. Select the Event Message that you want to view. The system displays this window.

- User Help

— Menitor ~
State of Health o = =
Connectivity
Event Logs 1
Tallies
Processes Event ID 1 % : 2
Sences Message... The Subscription %1 could not
= Platiorm Type Warning
* Eﬁ""hemls Message Source File C:\windows\system32'wecsve.dll RS
+ rFlles = L
Resolution None icati
i nuncatlun error.
RSM Senices activated on
Licensing .
Alerting and will no longer
e
activated on
Ty Reshicld s ¥ linication error
0OS Monitoring =
DataCapture Ed successfully on
iblisher events —
(== TroTTargTT ez oo oy file of this
subscription. v
BN Tha Quharrintinn 041 has a Inst ausnt
[ AddEvent | [ Previous set | [ Nextset |
[¥]
[ Export ] l Print ] I Save ] I Cancel ]

The window displays the following information:
¢ Event ID—refers to the unique identifier of the event.

* Message—refers to the message description. You can select the message to view
the entire message.

¢ Type—refers to the type of message.
Example: Warning
* Message Source File—refers to the location of the file that contains the message.

¢ Resolution —contains additional details about the meaning of the event and the
recommended actions to take to resolve the problem, if defined for this event.
This information is available only in RSM, not in Windows Event Viewer. It is
available only if the resolution information feature is licensed.

3. Select OK to close the window.
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Exporting and Printing the Event Messages Set

To export and print the Event Messages Set, follow these steps:

1. From the Message Files tab in the Critical Events section, select Export.

¥
Retail Systems Man.‘-fg_er

+ Monitor

User Help

* Platform @l 7 Critical Events
+ Peripherals
+Files | Alerts Y Message Files !
— Administration —m
RSM Senices A
Licensing Source... MET Runtime
Alerting Message File C:\Windows\system32\mscoree.dll
No. of Event Messages 44
Tally Thresholds 1000 941
0S Monitoring 1001 ... %1
DataCapture 1002... %1
1003... %1
1004... %1
1005... %1
1006... %1
1007 ... %1
1008... %1
1009... %1
1010... %1
1011... %1
1012... %1 v
1012 %1
v

The system creates a CSV file and uses the Message File Source as the file name. It

then displays an Alert window showing the path to where the file is saved.

Retail Systems M.

+ Monitor A .
* Platform z Critical Events
+ Peripherals
+Files | Alerts Y Message Files R
— Administration —m
RSM Senvices
Licensing Source... MET Runtime
Alerting Message File C:\Windows\system32\mscoree.dll
s Alert
Tally T

0sMd Exported to
DataCz - C:\ProgramData\Application Data\NCR\IRSM\Website\FileStore\l.NET
Runtime.csv in WPHJT1

1007... %1
1008_. %1
1009... %1
1010... %1
1011... %1
1012... %1
1013 941

3 ) ;" ' User Help

~

v

[ Add Event H Previous Set H Next Set ]

[ Export] [ Print ] [ Save ] [ Cancel ]
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2. To print the Event Messages Set, select Print.

er

+ Monitor A ..
+ Platform Critical Events
+ Peripherals
+ Files m Message Files y
— Administration —
RSM Senices A
Licensing Source... NET Runtime
Alerting Message File C:\Windows\system32'mscoree dll
Mo. of Event Messages 44
Tally Thresholds 1000... 941
0OS Monitoring 1001... %1
DataCapture 1002 %1
1003... %1
1004... %1
1005... %1
1006... %1
1007 ... 91
1008... %1
1009... %1
1010... %1
1011... %1
1012... %1 G
1MM3 %01
[ AddEvent | | ciaseugser | [ nextser |
d E=E)m

The system then displays the Print window.

3. Configure the print settings, and then select Print from the Print window.



Using the RSM LE 4-121

Tally Thresholds

Tallies are counts of the number of times a certain operation is performed. For example,
the number of track 1 reads on the Magnetic Stripe Reader. A tally threshold is the
number of tallies recorded for a device when you wish to be notified.

There are multiple ways to set tally thresholds, and these include the following:

¢ Default tally thresholds are installed with RPSW. The default tally thresholds are
based on the default profiles. If the default profiles are not used, the default tally
thresholds should be replaced with tally thresholds for the peripheral profiles used.

* An alternate set of tally thresholds can be installed with RPSW using a command
line parameter to specify a . reg file containing tally thresholds.

* Add a tally threshold for a system or a group using the Tally Threshold menu in the
RSM user interface where all the tally thresholds are listed.

* You can enable a tally threshold from the tallies page by selecting Monitor-> Tallies
in the RSM user interface. You can add a tally threshold for a system only (not
groups) by using the tally page for a device and selecting the tally.

To display the Tally Thresholds menu, select Administration->Tally Thresholds.
i‘ 7 Help

Retail Systems Manager

— Monitor

AR ' Tally Thresholds

Connectivity
Event Logs
Tallies
Tally Thresheld Set... NCR5945MSR.1 ~
Processes -
Senvices Failed MSR. Enables... 2 threshold
Invalid MSR Data... 100 threshold
+ Platform
+ Peripherals Track 1 Swipe Error... 100 threshold
5 Files Track 2 Swipe Error._ 100 threshold
— Administration Track 3 Swipe Error... 100 threshold
RSM Services
Licensing
Alerting
Critical Events
Tally Thresholds
0S Monitoring
DataCapture
v
Add Threshold | [ Previous ser | [ Next Set

! [save ]
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Setting Tally Thresholds in the Tallies Threshold Menu

To set tally thresholds in the Tallies Threshold menu, follow these steps:

1. Select Administration->Tally Thresholds>Add Threshold. The system displays
the Add Tally Threshold window.

- Monitor
State of Health
Connectivity
Event Logs

1 1
Retail Systems Manage!

 an

User

r

E Tally Thresholds

Add Tally Threshold

Tallies
Processes
Senices

+ Platform

+ Peripherals

+ Files

— Administration
RSM Semices
Licensing
Alerting
Critical Events
05 Monitoring
DataCapture

Source...
Tally...
Threshold...
Reset Tally.

NCR5945MSR.1 A

0
Never

V]

Add Threshold | [ Cancel |

2. Enter the following information:

Add Threshold | [ Previous set

Source—refers to the device that the tally is defined for.

Tally—refers to the description for the tally.

Threshold —refers to the number of times that the tally can occur before you are

notified that the tally limit has been reached.

Reset Tally—refers to the reset option, whether to reset tally “When Threshold

Occurs” or “Never”.

3. Select Add Threshold. The tally threshold is added. The system then displays it in

the Tally Threshold menu.

After a tally threshold is set up, you can remove it by selecting the tally threshold, and

then selecting the Remove Tally button.
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In the Tally Thresholds menu, you can go through the device tallies by selecting Next
Set or Previous Set.

gy ey =y

] e
Retail Systems Manager

— Menitor
State of Health
Connectivity
Event Logs
Tallies
Processes
Senvices

+ Platform

+ Peripherals

+ Files

— Administration
RSM Services
Licensing
Alerting
Critical Events
QS Monitoring
DataCapture

Tally Thresholds

User Help

Tally Threshold Set... NCR5945MSR.1 A

Failled MSR Enables._.
Invalid MSR Data...

Track 1 Swipe Error...
Track 2 Swipe Error...
Track 3 Swipe Error...

2 threshold

100 threshold
100 threshold
100 threshold
100 threshold

v

Add Threshold | [ Previous et | | Next Set |
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OS Monitoring

If licensed, Operating System (OS) Monitoring provides a display of various features
that can be measured by the operating system. The OS Monitoring feature tracks and
reports information about system performances, disks, SMART disks, files, processes,
and services. OS Monitoring is performed periodically. If an error condition is found, an
event is logged, and a State of Health (SOH) transition occurs. On subsequent checks, if
the same error condition is still present, no error is logged because the previous error
condition is remembered. If the error condition is no longer present on subsequent
checks, a healthy or informational event is logged and SOH transitions to healthy.

Healthy or informational events are logged only after an error condition is resolved;
they are not logged when the initial state is healthy.

If Command Center is used, OS Monitoring is licensed even if an RSM license is not
present. OS Monitoring can be configured locally through RSM LE or remotely through
Command Center.

To access the OS Monitoring parameters, select Administration>OS Monitoring.

) ‘ ' User Help
Retail Systems Manager

- Monitor

. .
o] =1 0s Monitoring

Connectivity
Event Lags CPU & Memory Disks & Files Processes & Services
Tallies
Processes System-wide Monitor A
+ Platform System-wide Monitor Interval .. 300 seconds
* E?ripherals System-wide Start Up Delay... 15 minutes
+ Files
— Administration CPU Usage
RSM Serices Maximum CPU Usage... 90 % High
Licensing High Usage Tolerance... 60 seconds
Alerting
Critical Events Memory Usage
Tally Thresholds Maximum Memeory Usage... 0 KB
DataCapture
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For each type of OS Monitoring (overall system performance, disk, SMART disk, file,

process, and services), two configuration settings determine when the monitoring is
performed: Start Up Delay and Monitoring Interval.

Configuration

Settings
Start UP Delay

Description

The Start Up Delay setting determines how long RSM waits after start
up before it begins monitoring. The default values are selected to
provide the system time to fully start up before monitoring begins and
to not start all monitoring at the same time. If the Start Up Delay is
changed, the change takes effect on the next start up.

Monitoring
Interval

The Monitoring Interval setting determines how often periodic checks
occur after monitoring begins. If the Monitoring Interval is changed,
the change takes effect immediately and the interval starts over. If
the Monitoring Interval is set to zero, that particular OS Monitoring
occurs once on start up (after the Start Up Delay period) and then
ends. Any error that occurs when the checks occur on start up results
in SOH transitions to an error state. These SOH errors cannot be
cleared until the next time the monitoring is done and the condition
that caused the error has cleared up, either on the next start up or if
the monitor interval is changed to some periodic value. If you intend
to use Monitor Interval of zero, you may want to consider changing
the configuration of your system to use Critical Events instead of SOH
for the related error conditions.

If the Monitoring Interval is set to zero, the related monitoring thread
ends after the check is done, to conserve system resources. If you
change the monitoring interval later so that periodic checks occur,
the thread is started up again as at start up. The Startup Delay period
is used first as on start up, and then the periodic Monitoring Interval
is used after that. If an error was logged for a condition on start up
and the condition is still present after the monitoring restarts, it does
not remember that it already logged an event for that error condition
on the initial start up and it logs it again.

The following are the three sections defined for OS Monitoring;:

¢ C(CPU & Memory

¢ Disks & Files

e Processes & Services
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CPU and Memory

The CPU & Memory tab displays the monitoring information for CPU and memory
usage of the overall system.

I User Help
Retail Systems Manager

— Monitor

- -
State of Health ” ﬁw. Os Monltorlng

Connectivity

Event Logs CPU & Memory Disks & Files Processes & Services
Tallies . .
Processes System-wide Monitor ~
Senices System-wide Monitoring... Enabled

+ Platform System-wide Monitor Interval .. 300 seconds

+ Peripherals System-wide Start Up Delay - 15 minutes

+ Files

— Administration CPU Usage
RSM Senices Maximum CPU Usage... 90 % High
Licensing High Usage Tolerance... 60 seconds
Alerting
Critical Events Memory Usage
Tally Thresholds Maximum Memory Usage... 0 KB

OS Monitoring
DataCapture

v

|

System-wide Monitor
The System-wide Monitor displays the following monitoring settings for CPU and
memory usage:

Information Definition

System—wide Refers to the option to enable or disable the monitoring of CPU and
Monitoring memory usage.

System—wide Refers to the time (in seconds) that determines how often the RSM
Monitor Interval application checks the CPU and memory usage. If you set the

monitor interval to zero, the monitoring of CPU and memory usage
occurs only at the start up of the NCRLoader.

System—wide Start | Refers refers to the time (in minutes) before monitoring of CPU

Up Delay and memory usage starts at the start up of the NCRLoader. You can
set this setting to provide time for the system start up to complete
before monitoring begins because high activity during start up may
be normal. Changes to this setting take effect on the next start up.




Using the RSM LE 4-127

CPU Usage

CPU Usage displays monitoring settings for the following information:

Information Definition

Maximum CPU Usage |Refers to the maximum allocation that is permitted for CPU
usage.

High Usage Tolerance |Refers to the time (in seconds) that is permitted for high CPU
usage.

Memory Usage

Memory Usage displays the monitoring settings for the Maximum Memory Usage,
which is the maximum allocation permitted for memory usage. If set to zero, monitoring
of memory usage is disabled.
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Disk and Files

The Disk and Files tab displays the monitoring information for the standard disk drives,
SMART drives, and files.

" " User Help

Retail Systems Manage:

— Menitor ~ 3 o
Stats of Health OS Monitoring
Connectivity
Event Logs CPU & Memory Disks & Files Processes & Services
Tallies
Processes Disk Space ~
+ Platform Disk Monitor Interval... 240 minutes
+ Peripherals Disk Start Up Delay.__ 7 minutes
sHles Monitored Disks... All Disks
Administration Attention Soon Warning... 90 % Full
R_SM SSMCES Attention Now VWarning... 99 % Full
Licensing
Alerting S.M.A.R.T. Drive
Critical Events S.M.AR.T. Drive Monitoring... Enabled
Tally Threshalds SMART Drive Monitor Interval 720 minutes
SMAR.T. Start Up Delay... 5 minutes
DataCapture Monitored Drives... All Drives
File L]
File Monitoring... Enabled
File Manitor Interval... 120 minutes G
File Start Up Delay... 10 minutes

<
II
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Disk Space

RSM can monitor the amount of disk space used. Alerts and State—of-Health status
indicate when disk usage is higher than the configured thresholds. The Disk Space
section displays the following options for monitoring the disk space:

== ==
s

: s User Help
Retail S [sle ms Manager

OS Monitoring

— Monitor
State of Health

Connectivity
Event Lags CPU & Memory Disks & Files Processes & Services -
Tallies
Processes Disk Space ~
Senices Disk Space Monitoring... Enabled
+ Platform Disk Monitor Interval 240 minutes
+ Peripherals Disk Start Up Delay... 7 minutes
shiles Monitored Disks... Al Disks
~ Administration Attention Soon Warning... 90 % Full
ROM Serices Attention Now Warning... 99 % Full
Licensing
Alerting "S.M.A.R.T. Drive
Critical Events SMART. Drive Monitoring. Enabled
Tally Thresholds S.M.AR.T. Drive Monitor Interval... 720 minutes
S.MAR.T. Start Up Delay... 5 minutes
DataCapture Monitored Drives... All Drives
File L]
File Monitoring... Enabled
File Monitor Interval... 120 minutes G
File Start Up Delay... 10 minutes
;

Refer to the following table for more information on the Disk Space options.

Information Definition

Disk Space Refers to the option to enable or disable the monitoring of
Monitoring standard disk space.

Disk Monitor Refers to the time (in minutes) that determines how often the RSM
Interval application checks the standard disk drives. If you set the monitor

interval to zero, the monitoring of standard disk drives occurs only
at the start up of the NCRLoader.

Disk Start Up Delay | Refers to the time (in minutes) before monitoring of standard disk
drives starts at the start up of the NCRLoader. You can set this
setting to provide time for system start up to complete before
monitoring begins because high activity during start up may be
normal. Changes to this setting take effect on the next start up.

Monitored Disks Refers to the standard disk drives that the RSM application
monitors.
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Information

Definition

Attention Soon
Warning

Refers to the percentage of used disk space that triggers a warning
that implies the disk is almost full.

Attention Now
Warning

Refers to the percentage of used disk space that triggers a more
severe warning that implies the disk is almost full.
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SMART Drive

The RSM application monitors SMART drives at the monitor interval that you provided,
and if problems exist, the application generates an alert. The SMART Drive section

displays the following options for monitoring SMART drives:

== ==
s

— Monitor
State of Health

User Help

X "
Retail Systems Manager

OS Monitoring

Connectivity
Event Lags CPU & Memory Disks & Files Processes & Services
Tallies
Processes Disk Space ~
Sees
+ Platform Disk Monitor Interval . 240 minutes
+ Peripherals Disk Start Up Delay... 7 minutes
shiles Monitored Disks... Al Disks
- ‘;;E';'“r_a“o" Attention Soon Warning... 90 % Full
enices = =
by ning M Full
Alerting S.M.A.R.T. Drive
Critical Events SMART. Drive Monitoring. Enabled
Tally Thresholds S.M.AR.T. Drive Monitor Interval... 720 minutes
S.MAR.T. Start Up Delay... 5 minutes
DataCapture Monitored Drives... All Drives
File L]
File Monitoring... Enabled
File Monitor Interval._ .. 120 minutes G
File Start Up Delay... 10 minutes
s

Refer to the following table for more information on the SMART drive options.

Information

Definition

SMART Drive Refers to the option to enable or disable the SMART drives
Monitoring monitoring.
SMART Drive Refers to the time (in minutes) that determines how often the RSM

Monitor Interval

application checks the SMART drives. If you set the monitor interval
to zero, the SMART drives monitoring occurs only at the start up of
the NCRLoader.

SMART Start Up
Delay

Refers to the time (in minutes) before SMART drives monitoring
starts at the start up of the NCRLoader. You can set this setting to
provide time for system start up to complete before monitoring
begins because high activity during start up may be normal.
Changes to this setting take effect on the next start up.

Monitored Drives

Refers to the SMART drives that the RSM application monitors.
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File

The RSM application monitors files in the system, and alerts you if a monitored file is
either present or not. It can also monitor file sizes and versions. The File section displays
the following options for monitoring files:

Y (
d User Help
Retail S[slems Manager

— Monitor
State of Health

OS Monitoring

Connectivity
Event Logs CPU & Memory Disks & Files Processes & Services
Tallies Disk Monitor Interval... 240 minutes
Processes 2 : ~
Seni Disk Start Up Delay... 7 minutes
enices - 5 -
B Monitored Disks... All Disks
+
a. e Attention Soon Warning... 90 % Full m
+ Peripherals = =
S Eiles Attention Now Warning... 99 % Full
- Administration S$.M.A.R.T. Drive
RSM Senvices S.MAR.T. Drive Monitoring... Enabled
:'f?smg S MAR.T. Drive Monitor Interval. .. 720 minutes
erting .
Critical Events S.M..A_R_T. SFar‘( Up Delay... 7 mm.utes
Tally Thresholds Monitored Drives... All Drives
File
DataCapture File Monitoring - Enabled
File Manitor Interval... 120 minutes
File Start Up Delay... 10 minutes
Files Monitored

W

§

Mo Files to Monitor

Refer to the following table for more information about the File options.

Information  Definition

File Refers to the option to enable or disable the monitoring of files.
Monitoring

Monitor Refers to the time (in minutes) that determines how often the files are
Interval checked. If you set the monitor interval to zero, the file monitoring occurs
only at the start—up of the NCRLoader.

File Start |Refers to the time (in minutes) before files monitoring starts at the start—
Up Delay |up of the NCRLoader. You can set this setting to provide time for system
start—up to complete before monitoring begins because high activity during
start—up may be normal. The default values are selected so that all OS
monitoring does not start at the same time. Changes to this setting take
effect on the next start—up.
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Files Monitored

RSM permits monitoring for file presence, size, and version. File monitoring generates
State—of-Health status and alerts. The Files Monitored section is displayed only if files
are being monitored.

¢ I User Help
Retail S [Sle ms Manager

— Monitor 3 "
State of Health = 0S Monitoring
Connectivity
Event Lags CPU & Memory Disks & Files Processes & Services
Tallies Disk Monitor Interval... 240 minutes
Processes 2 z ~
Seni Disk Start Up Delay... 7 minutes
enices - . -
S Moanitored Disks... All Disks
&
a.mm Attention Soon Warning... 90 % Full .
+ Peripherals = -
il Attention Now Warning... 99 % Full
- Administration S.M.A.R.T. Drive
RSM Senvices S.M.AR.T. Drive Monitoring... Enabled
;'lc?smg S MAR.T. Drive Monitor Interval. .. 720 minutes
erting .
Critical Events S_M..A_R_T. SFar‘( Up Delay... 7 m|n.ute5
Tally Thresholds Manitored Drives... All Drives
File
DataCapture File Monitoring. Enabled
File Monitor Interval... 120 minutes
File Start Up Delay... 10 minutes
Files Monitored
No Files to Monitor

Add

]
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Monitoring Files
To monitor a file, follow these steps:

1. On the OS Monitoring section, select Add. The Add window is displayed.

I - User Help
Retail Systems Manager

— Menitor

A~ - N
State of Health OS Monitoring
Connectivity
Event Logs CPU & Memory Disks & Files Processes & Services
Tallies Disk Monitor Interval... 240 minutes
Processes 2 = ~
Seni Disk Start Up Delay... 7 minutes
Emees Monitored Disks|
on
+ Platform Add —
B Attention Soon Y
+ Peripherals =
+ Files Attention Now W\ i File
- Administration S.M.A.R.T
RSM Senices SMART Driva O Process
Licensing ]
SMAR.T. Drive . es
i C Service
Mo SMART. Star
Critical Events Monitored D
Tally Threshalds HIROTEC LITVE
= Cancel
0S Monitoring File
DataCapture File Monitoring... Enabled
File Manitor Interval... 120 minutes
File Start Up Delay... 10 minutes
Files Monitored

v

.

No Files to Monitor

2. Select File, and then select OK. The system displays the Add File window.

¥
Retail Systems Manager

— Monitor
State of Health
Connectivity

S | CPUS Memory W Disks & Files Wl Processes & Services 8
Tallies Add File
Processes A
Senices File Name... ScrubRetValFile txt

+ Platform Path... ¢\

+ Peripherals Presence... Present

+Files Maximum File Size [0 to disable] .. 0 KB

— Administration Version [blank to disable]...
RSM Semvices

Licensing

Alerting

Critical Events

Tally Thresholds
v

DataCapture

OS Monitoring

Files Monitored
Mo Files to Monitor

Add

]
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3. Enter the following parameters:

Parameter

Definition

File Name Refers to the name of the file that you want to monitor.

Path Refers to the directory path of the file that you want to
monitor.

Presence Refers to the type of monitoring that you want, which can be

any of the following:

e Not Monitored—indicates that the presence of the file is
not monitored.

e Present—indicates that you want to make sure the file is
present.

e Not Present—indicates that you want to make sure the file
is not present.

Maximum File Size

Refers to the maximum file size for the file before an event is
triggered. Zero disables maximum file size monitoring.

Version

Monitors the version of the file to verify that the correct
version is present. Leaving it blank disables version
monitoring.

4. Select Add. The Files Monitored section indicates that the file is added for
monitoring.

— Monitor

— = =

K v User Help

Retail Systems Manager

il Systemns Yaager

~ - -
State of Health = Os Monltorlng
Connectivity
Event Logs CPU & Memory Disks & Files Processes & Services
Tallies Disk Monitor Interval... 240 minutes
Processes n 2 ~
Seni Disk Start Up Delay... 7 minutes
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S Moanitored Disks... All Disks
a. e Attention Soon Warning... 90 % Full .
+ Peripherals
+ Files Attention Now VWarning... 99 % Full
- Administration S.M.A.R.T. Drive
HSM| Semces SMAR.T. Drive Monitoring... Enabled
;'l':;r_'s'”g S.M.AR.T. Drive Monitor Interval... 720 minutes
erting .
Critical Events S_M..A_R_T. SFar‘( Up Delay... 5 m|n.ute9
Tally Thresholds Manitored Drives... All Drives
File
DataCapture File Monitoring... Enabled
File Monitor Interval... 120 minutes
File Start Up Delay... 10 minutes
Files Monitored L]
c:\ScrubRetValFile.txt... v



4-136 Using the RSM LE

To stop the monitoring for a file, select the line containing the name of the file, and then
select Remove. Confirm the removal by selecting OK.
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Processes and Services

The Processes & Services tab displays monitoring information of the processes and

services in the system.

¥
Retail Systems Manager

— Monitor
State of Health
Connectivity
Event Logs
Tallies
Processes
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+ Platform

+ Peripherals

+ Files

— Administration
RSM Services
Licensing
Alerting
Critical Events
Tally Thresholds
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DataCapture

O0S Monitoring

CPU & Memory Disks & Files

Processes

Process Monitoring...
Process Monitor Interval. ..
Process Start Up Delay. ..
Processes Monitored
No Process to Monitor
Services

Service Monitoring...

Service Monitor Interval__
Service Start Up Delay...
Services Monitored
No Service to Monitor

Processes & Services
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5 minutes
20 minutes

Enabled
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Help
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Processes

RSM permits monitoring processes that are running and their running usage. Process
monitoring generates State—of-Health status and alerts. The Processes section displays
the following options for monitoring processes:

Information Definition

Process Refers to the option to enable or disable the monitoring of processes.
Monitoring
Process Refers to the time (in minutes) that determines how often the RSM
Monitor application checks the processes. If you set the monitor interval to zero,
Interval the process monitoring occurs only at the start—up of the NCRLoader.
Process Refers to the time (in minutes) before process monitoring starts at the
Start Up start—up of the NCRLoader. You can set this setting to provide time for
Delay system start—up to complete before monitoring begins because high
activity during start—up may be normal. Changes to this setting take effect
on the next start—up.

Monitoring Processes
To monitor a process, follow these steps:

1. On the OS Monitoring section, select Add->Process, and then select OK.

— ==
rd User Help
Retail Systems Manager

— Menitor

~ - -
State of Healh OS Monitoring
Connectivity
Event Logs CPU & Memory Disks & Files Processes & Services
Tallies
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+ Platform Process Monitor] Add
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Alerting = | © Service
Critical Events Service Monitori
Tally Thresholds Service Monitor es
0S5 Monitoring Service Start Up S
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The system displays the Monitored Process window.

S
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+ Files
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W

2. Select a process from the drop—down menu, and then select OK. The system

displays the Add Process window.

etail S !Sle ms Mal

— Monitor
State of Health
Connectivity
Event Logs
Tallies
Processes
Senices

+ Platform

+ Peripherals

+ Files

— Administration
RSM Senvices
Licensing
Alerting
Critical Events
Tally Thresholds

05 Monitoring
DataCapture

Add Process

4 0S Monitoring

Path...

Minimum Instances...
Maximum Instances...
Maximum CPU Usage. ..
High Usage Tolerance. ..
Maximum Memory Usage...
Maximum Handle Count...
Maximum Thread Count...

90 % High
60 seconds
0 KB

1]

0

W

Add

l

W



4-140 Using the RSM LE

3. Enter the following parameters:

Parameter Definition

Process Refers to the process you want to monitor.

When configuring the process to be monitored, a drop—down
box permits selection of one of the processes currently
running. If you select Unlisted Process, you can enter another
process name. If a list of currently running processes is not
available, the system does not display the drop—down box. You
must then enter the process name.

Path Refers to the directory path of the process. The path is
optional. If you do not specify a path, the RSM application
monitors any process matching the process name. If you
specify a path, ensure that both the process name and path
match a running process.

Minimum Instances |Refers to the minimum number of copies of the process that
can run at the same time. A zero input means that the
minimum number of instances of the process is not
monitored.

Maximum Instances | Refers to the maximum number of copies of the process that
can run at the same time. A zero input means that the
maximum number of instances of the process is not

monitored.
Maximum CPU Refers to the maximum percentage of CPU usage that the
Usage process can use without generating an alert. Alerts are

generated only if the CPU usage exceeds the threshold for
High Usage Tolerance rather than generating alerts for brief
spikes in CPU usage. A zero input means that the maximum
percentage of CPU usage of the process is not monitored.

High Usage Refers to the time (in seconds) that determines how long the
Tolerance Maximum CPU Usage can last until an alert is generated. A
zero input means that the high usage tolerance of the process
is not monitored.

Maximum Memory |Refers to the maximum memory usage (in MB) that the
Usage process can use without generating an alert. A zero input
means that the maximum memory usage of the process is not
monitored.
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Parameter

Maximum Handle
Count

Definition
Refers to the maximum number of handles the process can
use without generating an alert. A zero input means that the

maximum number of the handles of the process is not
monitored.

Maximum Thread
Count

Refers to the maximum number of threads the process can
use without generating an alert. A zero input means that the
maximum number of the threads of the process is not
monitored.

4. Select Add. The system displays the process in the Processes Monitored section.

NCR Trestormin Tramaciion
Into Relationships

— ey = =

I ' User Help

Retail Systems Manager

_r_*“gg

— Menitor ~ a =
State of Health z OS Monitoring
Connectivity
Event Logs CPU & Memory Disks & Files Processes & Services
Tallies
Processes Processes ~
Senices Process Monitoring... Enabled
+ Platform Process Monitor Interval... 5 minutes
+ Peripherals Process Start Up Delay. .. 20 minutes
+ Files

— Administration

Processes Monitored

RSM Senvices services.exe...

Eicensing ervices

Alerting )

Critical Events Service Monitoring... Enabled

Tally Thresholds Service Monitor Interval... 120 minutes
0S Monitoring Service Start Up Delay.. 12 minutes

DataCapture Services Monitored

No Service to Monitor

V]

To stop monitoring a Process, select the line containing the name of the Process, and

then select Remove. Confirm the removal by selecting OK.
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Services

RSM permits monitoring of services with Started or Stopped states and their start-up
type. Service monitoring generates State—of-Health status and alerts. The Services
section displays the options for monitoring services:

Information Definition
Service Refers to the option to enable or disable the monitoring of services.
Monitoring

Service Monitor |Refers to the time (in minutes) that determines how often the RSM
Interval application checks the services. If you set the monitor interval to
zero, the service monitoring occurs only at the start—up of the
NCRLoader.

Service Start Up | Refers to the time (in minutes) before service monitoring starts at
Delay the start—up of the NCRLoader. You can set this setting to provide
time for system start—up to complete before monitoring begins
because it takes a little time for services to start up and get to their
normal state after start—up. Changes to this setting take effect on
the next start—up.

Monitoring a Service
To monitor a service, follow these steps:

1. On the OS Monitoring section, select Add->Service, and then select OK.
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The system dispalys the Monitored Service window.
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2. Select a service from the drop-down menu, and then select OK. The system displays

the Add Service window.
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3. Enter the following parameters:

Parameter Definition

Service

Refers to the service that you want to monitor.

When configuring a service to be monitored, a drop—down box
permits selection of one of the services currently registered.
If you select Unlisted Service, you can enter another service
name. If a list of currently registered services is not available,
the system does not display the drop—down box. You must
then enter the service name.

Expected Startup
Type

Specifies whether to monitor the Startup Type of the service,
and if monitored, what Startup Type is expected. If the actual
Startup Type is not the same as this setting, the RSM
application logs an event and generates an alert. The
following options are available:

Automatic (Delayed Start)

Automatic

Manual

Disable

Not Monitored

Note: The Automatic (Delayed Start) option displays only on
systems running on Windows 7 operating system.

Expected Status

Specifies whether to monitor the Status of the service, and if
monitored, what Status is expected. If the actual Status is not
the same as this setting, the RSM application logs an event
and generates an alert. The following options are available:
e Started

e Stopped

e Not Monitored
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4. Select Add. The system displays the service in the Services Monitored section.

NCR T User Help

A ¥
Retail Systems Manager

— Monitor ~
State of Health = 0S Monitoring
Connectivity
Event Logs CPU & Memory Disks & Files Processes & Services
Tallies
Processes Processes ~
Senices Process Monitoring... Enabled
+ Platform Process Monitor Interval . 5 minutes
+ Peripherals Process Start Up Delay... 20 minutes
+ Files -
_ Administration Processes Monitored
RSM Services services.exe...
Licensing Services
Alerting =
Critical Events Service Monitoring... Enabled
Tally Threshalds Service Monitor Interval... 120 minutes
05 Monitoring Service Start Up Delay... 12 minutes
DataCapture Services Monitored
Adaptive Brightness...

W

§

To stop monitoring a Service, select the line containing the name of the Service, and
then select Remove. Confirm the removal by selecting OK.
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Data Capture

Data Capture is for use by NCR developers when a problem arises with NCR software.
The NCR developer provides the information for the Trace Mask and the Level Mask,
based on the problem to be solved.

Data Capture Versions

There are two versions of Data Capture:

The version used with OPOS 2.x, the NCRFSM, and RSM SNMP have different
mask settings than displayed in the previous screens. When you change the masks
for this version of Data Capture, the software that is writing to data capture must be
restarted. For example, in the case of OPOS, you may have to restart the retail
application if that is what has loaded the OPOS controls. For NCRFSM data capture,
you must restart NCRFSM by restarting the NCRLoader service. You can restart
RSM SNMP by restarting the SNMP service.

The version used by Retail Controls 3.x, RSM, and the Base Platform modules is the
version with the settings displayed in the previous screens. In RPSW 2.3 and later
and RSM 2.1 and later, the settings take effect immediately after they are saved
through the RSM user interface. In older releases, these data capture settings do not
take effect until the NCRLoader service is restarted.

For Retail Controls, data capture settings are also listed with the profile settings. OPOS

2.x data capture settings are set only with the profile settings and are per profile. Retail

Controls 3.x data capture settings may be set on the data capture page or with the

profile settings. The Retail Controls 3.x data capture settings are per module, not per

profile.
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Data Capture information is accessed by selecting Administration->DataCapture.

Retail Systems Manager

— Monitor
State of Health
Connectivity
Event Logs
Tallies
Processes
Senvices

+ Platform

+ Peripherals

+ Files

— Administration
RSM Services
Licensing
Alerting
Critical Events
Tally Thresholds
0S Monitoring

DataCapture

DataCapture

Settings

Overall Settings

User Help

~

Configuration... Simple

Default Setting...

Module Settings
HSA...

IRA...

NCRApplStatus. ..
NCRBuslO

NCRHAL...
NCRHidUsblO...
NCRImageScanner...
NCRIOManager...

NCROposSO.ImageScanner...

NCROSAbstraction...
NCROSALAudio.
NCROSALNetInfo
NCRNQAI NSMar

No Logging

Default Logging
Default Logging
Default Logging
Default Logging
Default Logging
Default Logging
Default Logging
Default Logging
Default Logging
Default Logging
Default Logging
Default Logging

Nafanlt | naninn

W

[ Create Diagnostic File ]
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Configuring the Data Capture Settings

Configuring data capture affects the menu options for the other settings. To configure

the data capture settings, follow these steps:

1.

On the Overall Settings section of the DataCapture window, select Configuration.
The system displays the Configuration window.

"‘ ' User Help

I
Retail Systems Manager

ing Tramsactions
fiips

— Monitor s
State of Health Vo DataCaptu re
Connectivity
Event Logs Settings
Tallies
Processes Overall Settings A
+ Platform Default Setting.. - - hla | aasing
:E;;l:herals Module S Configuration
— Administration HSA.. ® Simp|e gging
RSM Senices IRA... gging
Licensing NCRAppIStatus] ) Advanced gging
Alerting NCRBusIO... gging
Critical Events NCRHAL... gging
Tally Thr.esholds NCRHidUsbIO.. gging
OSMD””D””Q NCRImageScanner... Default Logging
NCRIOManager... Default Logging
NCROposSO.ImageScanner... Default Logging
NCROSAbstraction... Default Logging
NCROSALAudio... Default Logging
NCROSALNetInfo... Default Logging v
NCROKAL OSMar Nafanlt | nanina
Create Diagnostic File
W

2. Select the configuration setting:

¢ Simple—permits easily selecting the most commonly used data capture settings.

* Advanced—provides you the functionality to select the specific tracing masks for
data capture.

In most cases, Simple configuration provides the necessary options and is easier to
use.
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3. If you selected the Simple configuration, select Default Setting. The system displays
the Default Setting window.

User Help

! .
Retail Systems Manager

— Monitor ~
State of Health = DataCapture
Connectivity
Event Logs Settings
Tallies
Processes Overall Settings ~
Senvices Configuration
+ Platform Default Settind Default Setting
+ Peripherals
*F“e: Module S¢ @ No Logging
— Administration HSA... gging
RSM Senices IRA . © Error Logging gging
Licensing NCRApplStatus i gging
Aletting NCRBusIO.__ O Full Logging gging
?"“I‘cj‘hE"eh”‘ij NCRHAL... aging
al resholds
OSSIJ\Anmmrmg NCI BaUSHO., gg?ng
NCRImageScan gg!ng
NCRIOManager... Default Logging
NCROposSO.ImageScanner ... Default Logging
NCROSAbstraction... Default Logging
NCROSALAudio... Default Logging
NCROSALNetiInfo... Default Logging v
MARAC AL ASH R

:

The Default Setting is the data capture mask used for all modules listed under
Module Settings. These modules are configured for Default Logging.

a. Select the default setting, and then select OK.

b. If you want to configure a module and set it to a logging that is different from
the default setting, select the module and then select any of the following

options:

User Help

— Monitor
State of Health
Connectivity
Event Logs
Tallies
Processes Overall Settings ~
Senvices Configuration NCRBuslO
* P'“f“”" Default Settin . ing
%
+E;::hefals Module S¢ - No Logging
— Administration HSA... ® Default Logging gaing
RSM Senices gging
Licensing O Error Logglng gging
e, | N, | OEEO00R9
08 Monitaring NCRHidUsblO.. gging
NCRImageScan gg?ng
NCRIOManager gging
NCROposSO.ImageScanner. .. Default Logging
NCROSAbstraction... Default Logging
NCROSALAudio... Default Logging
NCROSALNetlInfo... Default Logging v

g
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4. If you selected the Advanced configuration, the DataCapture section additionally
displays the Default Trace Mask and the Default Level Mask settings.

I - ' User Help
Retail Systems Manager

>

None
None

— Menitor A
State of Health Z= DataCapture
Connectivity
Event Logs Settings
Tallies
Processes Overall Settings
Senices Configuration,
+ Platform Default Trace Mask...
ehenpheral Default Level Mask...
+ Files
- Administration Module Settings
RSM Senvices HSA Module
Licensing IRA Module...
Alerting NCRAppIStatus Module....
?ar"‘lﬁ'hf::;;f A NCRBusIO Module...
03 Monitorin NCRHAL Module....
g E
NCRHidUsblO Module...
NCRImageScanner Module...
NCRIOManager Module. ..

NCROpos50.ImageScanner Module.

NCROSAbstraction Module...
NCROSALAudio Module...

Default Settings
Default Settings
Default Settings
Default Settings
Default Settings
Default Settings
Default Settings
Default Settings
Default Settings
Default Settings
Default Settings v

| Create Diagnostic File ]

a. Select Default Trace Mask, and then select the trace mask settings from the

default Trace Mask window.

Default Trace Mask

I~ Entry/Exit
I~ Event

I~ Trace

r~ Error

r /O

r Poll

r~ Thread
I~ Parser
I~ Entry
r Exit

I~ Warning

r API

I~ Framework

I Model Base

I~ Model Specific

| SelectAll || Clear | |OK| | Cancel

U Note: You can select more than one trace mask.

b. Select OK.
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c. Select Default Level Mask, and then select the level mask setting, whether All

or None.
Default Level Mask
 All
& None
d. Select OK.

e. If you want to configure a module and set it to a setting that is different from the
default setting, select the module and then select the desired setting.

5. Select Save in the DataCapture section to save the changes.
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Creating a Diagnostic File

To simplify retrieval of information for problem resolution, a GDF (Get Diagnostics File)

.zip file can be created rather than gathering the files individually. The GDF feature is
available with RPSW 2.3 or RSM 2.1 and higher. If running an earlier version of RPSW
or RSM, the files must be gathered manually.

A GDF file is a zipped file that contains the following:

¢  Windows System and Application Event logs (*.evt)
e Dr. Watson log file (drwtsn32.1og)

* NCR registry key (HKLM\ SOFTWARE \NCR)

¢ OLEforRetail key (HKLM\SOFTWARE\OLEforRetail)

¢ NCR configuration files

* NCR log files

e RSM license files (RSM\Website\XML\*.dat)

* RSM local databases

¢ Other files used for investigating problems

Warning: When a problem occurs, the files should be retrieved immediately.

If the NCRLoader service is restarted or the system is rebooted, new log files are created
and the old files are renamed to *.bak and older *.bak files are lost. This problem also
occurs when a log file reaches its maximum size. If the log files are not retrieved
immediately when the problem occurs, information about the problem may be lost.
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To create a GDF file, follow these steps:

1. Select the system from which the information is to be retrieved (for managed

systems).

2. Select Administration->DataCapture.

3. Select Create Diagnostic File. The system displays the Get Diagnostic File window.

Retail Systems Manager

— Monitor
State of Health
Connectivity
Event Logs
Tallies
Processes
Senvices

+ Platform

+ Peripherals

+ Files

— Administration
RSM Senvices
Licensing
Alerting
Critical Events
Tally Thresholds
0S5 Monitoring

DataCapture

DataCapture

Settings

Overall Settings

Configuration... Advanced
Default Trace Mask... None

Defa gya

Module Get Diagnostic File

IRA Module. | las
NCRAppISta os
NCRBuUSIO lrowore— ComuToTTTgS
NCRHAL Module... Default Settings
NCRHidUsbIlC Module... Default Settings
NCRImageScanner Module... Default Settings
NCRIOManager Module.... Default Settings
NCROposSO . ImageScanner Module... Default Settings
NCROSAbstraction Module... Default Settings

NCROSALAudio Module...

Default Settings

User Help

>

v

l Create Diagnostic File ]

4. Select from the options, and then select OK. The system launches a utility to create
the GDF file on the system where the information is to be gathered.
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An Alert window is displayed after the GDF file is created.

1 5 7 Help
Retail Systems Manager

— Monitor

~
State of Health y— Datacapture
Connectivity -
Event Logs Settings
Tallies .
Processes Overall Settings ~
Senices Configuration... Advanced
+ Platform Default Trace Mask... None
+ Periph Alert
+ Files
- M“"z Diagnostic files successfully created with file name
Efz"ns RSM_20160401_155943.zip
Alertin
Critical [ OK|
Tally Tl
OaSmemrmg NCRAAL Module_. Defaul Semngs
NCRHidUsblO Module... Default Settings
NCRImageScanner Module... Default Settings
NCRIOManager Module. .. Default Settings
NCROposS0.ImageScanner Module... Default Settings
NCROSAbstraction Module. .. Default Settings
NCROSALAudio Module. .. Default Settings v,

I Create Diagnostic File ]

i Cancel

The file name is of the following form so that creating a file does not overwrite the
files previously created:

<product> <date> <time>.zip
Example: rsM 20060810 133314.zip

For RPSW 2.x and 3.x releases, the GDF file created is stored in C:\Program
Files\NCR\RSM\Diags on the system where the information is gathered.

For RPSW 4.0 and up, the path for the diagnostic files is at
$ALLUSERSPROFILES\Application Data\NCR\RSM\Diags. The
%ALLUSERSPROFILES variable is an environment variable that points to different

locations depending on the operating system.

Note: Prior to RSM Release 3.0.3, there was no file retrieval, so to get the file from a
remote system using an older version of RSM, you must manually retrieve it. With RSM
3.0.3 and up, you can use the RSM file retrieval feature to move files from RSM LE to
RSM SE or RSM EE. For more information, refer to the NCR Retail Systems Manager
Software User’s Guide (BO05-0000-1518).

If you cannot use the user interface to create the GDF file, you can create the .zip file
from a command prompt. The command file for creating the file from a command
prompt is RSMlogs. cmd.

Note: It is best to run RSMLogs . cmd as an Administrator. If the current logged in user
cannot access the registry or Windows event logs, RSMLogs . cmd will not be able to
collect some items in the diagnostic file.
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Using the Peripherals section

Peripherals consist of OPOS and JavaPOS retail peripherals and the Device Assets.

OPOS and JavaPOS Retail Peripherals

Each of the retail peripherals has a configuration screen and a Diagnostics button to test
the functionality of the terminal. If both OPOS and JavaPOS are installed, you can select
the desired interface by selecting the OPOS or the JavaPOS tab.

i c‘ ' User Help

Retail Systems Manager

+ Monitor s
+ Platform #z Cash Drawer
- Peripherals
Device Assets
LashiDiweg Profile Name... NCRCashDrawer.1 A
Eh?Ck Scanner Programmatic ID NCRPrinter.CashDrawer
oin Dispenser
Hard Totals Description
Image Scanner OPOS Version
Keylock NCR Version
Line Display Uses Profile. . POS Printer\NCRPQOSPrinter 1
MICR Drawer . Drawer 1
MSR Allow Nested SUE Events... False
PIN Pad Y-Cable Status... Single Drawer Reporting
POS Kgyboard "Wait for Close' Sound...
POS Printer
Scale DataCapture
Scanner DataCapture Cutput... None
Signature Capture Mask... 7
Tane Indicator Time... 7
+Files Line Prefix... ”
+ Administration
v
Diagnostics ] I Uses Profile ] [ Create ] [ Delete ]
W

When RPSW is installed, the default profiles for the retail peripherals you chose are
installed. These profiles provide some default configurations for the most common uses
of the peripherals. You can change a profile’s configuration or create new configurations
based on your needs.
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Creating a New Profile

To create a new profile, follow these steps:

1. Under the Peripherals section, select a device. In this example we are adding a new

printer, so the POS Printer Device is selected.

2. Select Create. The system displays the Create New OPOS Profile window.

User Help

Retail Systems Manager

3. Enter the following parameters:

+ Monitor

+ Platform

— Peripherals
Device Assets
Cash Drawer

| opOs N

Create New OPOS Profile

E pos Printer

Check Scanner ~
Hard Totals Service... NCRPrinter POSPrinter
Image Scanner Moadel... 200
Keylock
Line Display
MICR
MSR.
PIN Pad
POS Keyboard
Scale v
Scanner
Signature Capture
Tone Indicator
+ Files
+ Administration Ignore Dual Cash Drawer Port... False
Report Offline as Receipt Empty... False V]
I lzer Rarrnde Wirth 0
Diagnostics ] [ Create ] | Delete

Profile Name—refers to the name of the profile. If your application uses this

profile, you must match the profile name to the name that your application uses

for this device.

Service Object—refers to the Programmatic ID of the device. The Programmatic
ID is different depending on whether you are using OPOS 2.x, JavaPOS 2.x,
OPOS 3.x, or JavaPOS 3.x. The OPOS 3.x Service Objects always have the format
“NCROposSO.xxxxxxx”. It is preferable to use the OPOS 3.x objects because of
future enhancements that are being planned.

Model —refers to the profile parameter value. This option displays only when

you select a 3.x profile. The Model parameter is available for 2.x profiles after the

profile is created.

4. Select Create to continue creating the profile.
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Changing a Profile
To change a profile, follow these steps:

1. Select Profile Name. The system displays the Profile Name window.

User Help

+ Monitor ~
+ Platform
— Peripherals
Device Assets
Cash Draveer Profile Name... NCRPOSPrinter.7167.2
Check Scanner - : ~
Coin Dispenser Programmatic 1D NCROposSO.POSPrinter
Hard Totals Description
Image Scanner OPOS Version
Keylock NCR Version =
Profile Name
Liree v ety NCR Model Lay PrinterCDMICRModel
il i NCRPOSPrintert [
gliF; 4 Connection Typg
a
Port Name...
POS Keyboard Parity
POS Printer -
Stop Bits... 1 bit
Scale
Scanner Data Bits 8 bits
Signature Capture Baud Rate. . 115200 bps
Tone Indicator Allow Nested SUE Events... False
+ Files Color Paper... Thermal station contains monochrome paper
+ Administration Paper Line Size... 80mm
Slip Stop EOF ... True v
Slin Statinn | ines Cnnnt Tre

Diagnostics ] [ Create ] [ Delete ]

.

2. Select one of the available profiles from the drop—down list, and then select OK. The
system displays the configuration of the selected profile.

You can change any parameter that is not grayed out by selecting that parameter
and making the changes. Fields in bold font are changes that have not been saved.

3. After making the changes, select Save.
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Deleting a Profile

To delete a profile, follow these steps:

1. Select the Delete, and then select the profile name of the profile you want to delete.

NC Transfarming Tramiaction Y Y 1
into Relationships I

Retail Systems Manager

+ Monitor ~ =

+ Platform = POS Printer

- Peripherals
Device Assets
Cash Drawer
Check Scanner
Coin Dispenser

Profile Name...
Programmatic ID

NCRPOSPrinter.7167.2
NCROposSO.POSPrinter

Hard Totals Description
Image Scanner OPOS Version
Keylock NCR Version =
Line Display NCR Model Lay SR S PrinterCOMICRModel
sk Sty ll NCRPOSPrinter71672___Ig
PN Pad Connection Typg
POS Keyboard E::t:‘lame.__
Sl Stop Bits... 1 bit
Scanner Data Bits___ 8 bits
Signature Capture Baud Rate_. 115200 bps
Tone Indicator Allow Nested SUE Events... False
+ Files Color Paper... Thermal station contains monochrome paper
+ Administration Paper Line Size... 80mm
Slip Stop EQF ... True v
Slin Statinn | ines Connt Tre

2. Select Delete from the Profile Name window.

Diagnostics ] [ Create ] [ Delete ]
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Performing Diagnostics
You can perform two different types of diagnostics on the peripherals:

¢ Interactive Diagnostics—require interaction from the user, such as swiping a card
and scanning an item.

* Non-interactive Diagnostics—test the internal software or hardware and do not

require user interaction.
To perform diagnostics, follow these steps:
|—} Note: In this example, the desired profile is POS Printer.

1. Select Peripherals>POS Printer-» Diagnostics—>Local Attended Diagnostics. The
system displays this window.

NCR T [ I RSM Help
Retail Systems Manager
- Platform =
Audio =l Pos Health Check - NCR POSPrinter - I x|
i — Station ~Resul
BIOS
Disks OPOS € Joumal
3 Fint
Motherboard ol Local A {+ Receipt in ~
Metwork | " Slip
Paorts Frog =] )
Power States Desc 5iip Handing ~ Sensor [hkScan Service Object
elle] Cover
Vs gt
“ersioning MNCR Erpty MearEnd
Device Ascets Port | RN S I
Cash Drawer Baud Tirneout: 5000 i
Check Scanner Asyn CCLData
Goin Dispenser Slip | Class-Model: 7168-2012:8001
Hard Totals Powd Serial Mumber: 39170106
Keylack W, Fimware: Boot Fimnware: Flash |
Line Display UPCH Part Humber: 437-0446074  Part Number: 497-0453823
MICR Revision: 1404 Revision: 4801
MER a0 [:]
PIN Pad Ling §eerr——
POS Keyboard Character Byte <
POS Printer Twno Byte Code Page 932
Scale Single Byte Code Page 437 ~|
Scanner
Signature Capture Diagnestics ] [ Create ] [ Delete ]
Tone Indicator

The printer test permits you to select a specific print station and other parameters
associated with that printer.

2. Select Print. The selected printer prints some information.
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Using the Platform section

The Platform section displays the platform devices. These are system devices that are

not controlled by OPOS or JavaPOS software. The Platform section may provide some

configuration information or other information about the device.

I
Retail Systems Manager

+ Monitor

— Platform

Audio
BIOS

Memory

Motherboard

MNetwaork

Operating System
Power States
Serial Ports

Software

Wersioning

+ Peripherals

+ Files

+ Administration

Platform Devices

Disk Information
MNumber of Physical Disks
Physical Drive 0 Size
Physical Drive 1 Size
Number of Logical Disks
Logical C Type

Logical C Total Size
Logical C Free Space
Logical D Type

Logical D Total Size
Logical D Free Space
Logical E Type

2

119.24 GB
931.51 GB
3

Fixed
118.75 GB
21.78 GB
Fixed

931 50 GB
759 56 GB
CDROM

P ' User Help

I (

Diagnostics

The following are the devices that are not controlled by OPOS or JavaPOS:

e Audio
.
.
e BIOS
.
.
.
.
.
.
.

Audio volume

Diagnostics button tests Stereo, Left, or Right Speaker

BIOS Information

BIOS Version
BIOS Release Date
BIOS Vendor
BIOS ROM Size
BIOS OEM String

System Information

NCR Class & Model
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NCR Serial Number
Manufacturer

Motherboard ID

¢ Disks—provides information for each drive in the system

Disk Information

Number of Physical Disks

Physical Drive 0 Size

Number of Logical Disks

Logical A Type (for each drive in the system)
Logical C Type

Logical C Total Size

Logical C Free Space

Logical D Type

SMART drive information where available.

Diagnostics button is used to select the drive to display that drive’s
properties.

¢ Display (legacy systems, 7610, and 7611 terminals)

Panel Type

Brightness

Contrast

Screen Blank Delay

* Memory (if licensed)

Physical Memory

Available Memory

Memory Usage

Page File Size

Available Page File Size

e Motherboard
NCR Class & Model
NCR Serial Number

Manufacturer

Manufacturer ID

Processor
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System-wide CPU Usage
Hardware Monitor Information
* Processor Temperature

e System Temperature

e Processor Fan

¢ Various Voltages (based on terminal type)

e Network

* Operating System (if licensed)

Computer Name

Number of Adapters

Adapter 1 MAC Address (for each adapter)
Adapter 1 IP Address (for each adapter)
TCP and UDP port usage

Diagnostics button is used to test Ethernet or WaveLAN communications. If

hardware specific diagnostics are not available for the network adapter, selecting

Ethernet brings up the Control Panel so that you can check the Network

Connections.

Version

Build

Service pack
Hot fixes

User Name
System Drive
System Root
WinDir

Temp

oS

Path

ClassPath

OS Image

¢ NCR Part Number
e NCRLPIN

¢ NCR Version
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Power States (For more information, refer to on page 165.)
Serial Ports —identifies the COM Ports attached to the system.

¢ Diagnostics button is used to select a COM port, and then a turnaround test is
performed if a turnaround plug is installed on that port.

Software (if licensed) —lists the software installed on the system.
Touchscreen
¢ Controller
¢ Diagnostics button is used to test a touch screen.
UPS (only if installed with custom install)
Versioning— version numbers for the modules in the following categories:
¢ RSM Version
e Common

¢ Common Kernel Drivers

e Common Libraries

e Common IO Libraries

e Common OSAL Libraries

¢ Common Utilities
e Platform

¢ DPlatform Agents

e Platform HAL

¢ Platform Kernel Drivers

e Platform Libraries
¢ Retail Controls

e JavaPOS Retail Controls

¢ Retail Control Models

* OPOS Retail Controls
e RSM
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Changing the Display Brightness Settings

You can change the brightness of the display screen on terminals 7610, 7611, and some
legacy terminals through the Platform section of the RSM user interface. To change the
brightness settings of the display screen, follow these steps:

1. On the RSM window, select Platform->Display. The Display section displays the
settings available.

RSM Help

! :
Retail Systems Manager

Event Logs
Tallies =
Processes = DISpIay
Senices Settings ]
— Platform = |
Aisdio Brightness... 0%
BIOS
Disks

Memary

Matherboard
Netwark
Operating System
Power States
Serial Ports
Software
Touchscreen
Wersioning

+ Peripherals

+ Files

— Administration
RSM Senices
Licensing
Alerting
Critical Events ..'_I
Tally Thresholds
0OS Monitoring
DataCapture —

2. Select Brightness. The system displays the Brightness window.

Brightness

—DNEEEEEECOC) so%

M Cancel

3. Select the brightness percentage on the slider control. The color blue represents the
brightness percentage that is currently set. You can also set the brightness
percentage by clicking the plus (+) and minus (-) buttons.

4. Select OK, and then select Save on the Display section. The display screen of the
terminal automatically changes according to the brightness settings you have
selected.

If you modify the brightness settings of a client or terminal through the server, the
change reflects automatically even without refreshing the terminal. If you modify the
brightness settings on the terminal itself, the change reflects only after selecting Save.



Using the RSM LE 4-165

Configuring Power States

The Power States for a System can be controlled in RSM. The following controls are
provided:

* Restart (if licensed)

e Shutdown (if licensed)

* Daily Reset

¢ Daily Wake Up (wake on alarm)

* Power Switch (on terminals that support power switch disable)
¢ Reboot Type (cold or warm)

¢ Boot Order (normal or network)

The various models of retail systems support different power states. To access the Power

States, select Platform—>Power States.

- Platform B
Audio
BIOS
Disks Settings I
Motherboard -
Network Daily Reset... Disabled =l
Pors Daily Wake Up.. Disabled
Paver Swter Enabes
Touchscreen
Wersioning
+ Peripherals
+ Administration
E
F (soee] (Goreet]

Power States Restrictions

Standby is supported only if the system and the operating system support ACPI and
standby. Standby is not supported on Windows NT.

Some of the 7402, 7457-4xxx, and 7458—4xxx terminal systems do not wake (Wake—on-
LAN or Daily Wake Up) from the off state (depending on the BIOS version). Aside from
these terminals, there may be more terminals that do not support this control.

Some systems may require OS, network driver configuration, or BIOS changes to enable
Wake-on-LAN.
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The Power Switch setting (enable or disabled) is supported only on the following

systems:
o 7452
e 7453
e 7456

e 7457-1xxx and 2xxx
e  7458-1xxx and 2xxx

The Reboot Type and Boot Order settings, which affect the corresponding BIOS
settings, are supported on the following systems:

e 7402
e 7403
o 7457-4xxx
o 7458—4xxx

e 7459
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Active Management Technology (AMT)

AMT support for NCR POS terminals (7459, 7403, and 7409) is a feature requiring RSM
Server support. For more information, refer to the NCR Retail Systems Manager User’s
Guide (B0O05-0000-1518).
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Appendix A: Microsoft™ SNMP Service Settings

Overview

There are three settings that need to be set in the Microsoft SNMP Service to load the
RSM SNMP agent. Normally, these settings are set by the RPSW installation or by the
RSM user interface. However, these settings may need to be checked manually if RSM

SNMP is not running as expected or if other software has changed the Microsoft SNMP
configuration. These are the following settings:

¢ Allow Service to interact with Desktop
¢ NCRLoader service

¢ RSM SNMP Agent
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Microsoft™ SNMP Service Settings

Allow Service to interact with Desktop

The Allow Service to interact with the Desktop setting is set by the RPSW installation or
when you enable SNMP from within RSM. Normally, the user should not have to adjust
this setting unless other software has changed it.

If this setting for the NCRLoader service and the SNMP service are not set the same
way, RSM SNMP starts a separate NCRFSM process instead of using the one started by
NCRLoader. State of health and critical events does not work properly if more than one
NCRFSM process is running.

NCRLoader Service

The SNMP service is dependent on the NCRLoader service running. In the Microsoft
SNMP properties under the Dependencies tab, the NCRLoader service should be listed,
which is normally set by the RPSW installation as long as the Microsoft SNMP service
was installed prior to installing RPSW.

If you install RPSW before you install the Microsoft SNMP Service, you must manually
edit the registry to set this dependency. The install sets the following REG_MULTI_SZ
Registry Entry:

HKEY LOCAL
MACHINE\SYSTEM\CurrentControlSet\Services\SNMP\DependOnService

To manually edit the registry, do any of the following:

* On some operating systems, you can just select this value in regedit and add the
string NCRLoader to the list.

* On other operating systems, you may have to export the current setting to a . reg
file, add NCRLoader to the setting in the . reg file, and import the . reg file.
Example of . req file entry before NCRLoader is added to the setting:

"DependOnService"=hex
(7) :45,00,76,00,65,00,6e,00,74,00,4c,00,6£,0067,00,00,00,\00,00

After NCRLoader is added, DependOnService should look like the following:

"DependOnService"=hex
(7):45,00,76,00,65,00, 6e,00,74,00,4c,00,6£,0067,00,00,00,\

4e,00,43,00,52,00,4c¢,00,6£,00,061,00,64,00,65,00,72,00,00,00,00,00

Note: This setting may vary from this example if other dependencies are already
configured on your system.
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RSM SNMP Agent

The Microsoft SNMP Service must be configured to load the RSM SNMP Agent. This
setting is set in the RSM LE or RSM SE user interface by selecting
Administration> Alerting=> SNMP agent (Enable).
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